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New Start Security Policy

Definition:

Incorporating adequate security measures into new Information Systems requires a thorough knowledge of DoD and AF security directives and the operational requirements of the new system.  The goal of this Security Policy is to ensure Programs achieve cost-effective security solutions to meet confidentiality, availability, accountability, and integrity objectives.  

The Designated Approving Authority (DAA) based on an initial risk assessment and risk management approach must approve system security mechanisms or procedures.  The risk management program must consider the system threats, clearances of the users, data sensitivity, system criticality, and cost-benefit analysis of security measures.  

Security must be addressed as a documented operational requirement, identified at the pre-development phase and considered throughout the life cycle of the Information System.  Security requirements must be identified and decomposed into system specifications that can be integrated into the system design and tested before the system is accepted.

This policy results from DoD Directive 5200.28 (Security Requirements for Automated Information Systems), and AF Policy Directive (AFPD) 33-2 (Computer Security).

1.0 Security goals:

The Security goals are to:

      a. Ensure adherence to DoD, AF and local requirements.  The following website is an excellent reference for the Certification and Accreditation (C&A) process.  http://iase.disa.mil/ditscap/index.html

      b. Ensure adherence to Systems Engineering Process (SEP) Security Practices and HQ SSGI 33-6 (SSG Certification and Accreditation (C&A) Process).

      c. Ensure the correct DAA is identified and recognized as “THE” security customer.  Promote DAA participation throughout the development process.

      d. Identify, document, and address operational security requirements from the pre-development phase and continued throughout the systems life cycle.  

      e. Develop cost-effective systems that can be certified and accredited; and implement DoD and AF security guidance while ensuring risk is mitigated to an acceptable level.

      f. Develop and maintain a security risk management process that addresses security throughout each products life cycle.

      g. Ensure security issues are adequately addressed in all appropriate development, documentation, program reviews, and status briefings.

      h. Ensure that necessary acquisition or development, testing and deliverable documents verify that security requirements have been satisfied and that the resulting system is certified and accredited IAW DoD and AF directives. 

2.0 Security Policy applicability:

The SSG SEP Security policy applies to all systems developed locally or if a program office oversees the development effort for an agency outside of SSG.

      a. Adequate resources, budget, and training must be available before development security activities are initiated. 

      b. Budget forecasting must include SSG Security Certification evaluation of security documents as well as security audits. 

      c. At the beginning of a new project, SSG Security Certification will be informed to ensure that any potential security issues are made known to the Project Manager.

      d. The System Security Authorization Agreement (SSAA) will be maintained IAW DoDI 5200.40 (Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP)), DoD 8510.1-M (Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) Application Manual) and AFI 33-202 (Computer Security). 

      e. The Project Manager will adhere to HQ SSGI 33-6 and SSG SEP requirements.

      f. The Project Manager will utilize SSG Security Certification as a security resource on policy guidance and security requirements.

      g. The Project Manager must ensure that information systems are accredited prior to release.  The Project Manager shall ensure that developmental systems and testing labs that support their systems are accredited.

      h. A copy of the C&A effort schedule will be submitted to SSG Security Certification prior to submitting the first section for evaluation.
      i. All draft sections or appendices will be submitted to SSG Security Certification for evaluation.  Discrepancies identified during the evaluation must be addressed and submitted back to SSG Security Certification for validation prior to being submitted to the DAA.

      j. The system DAA must be identified, to include resolution of multiple DAA responsibilities, and ensure DAA involvement beginning with the pre-development phase. 

      k. Each development effort will appoint a project security manager (PSM) that reports to the Program Manager.  The PSM must be familiar with AFPD 33-2 (Computer Security), and will be responsible for development security issues and C&A activities.   

          (1) Systems destined to process classified data or those with significant security concerns require a full-time project security manager.

      l. Project Managers must be familiar with security responsibilities as outlined in AFPD 33-2 and AFSSI 5102 (Computer Security (COMPUSEC) for Operational Systems). 

      m. All software must be developed, documented, and tracked according to an approved Software Development Plan. 

      n. Products evaluated by NCSC (National Computer Security Council), NSA (National Security Agency) or NIST (National Institute of Standards and Technology) and are on the Evaluated Products list or which have been formally assessed by AFCA (Air Force Communications Agency) must be used for National Security Systems and should be used on all other systems, if possible.

      o. Commitments for support from external activities like the Air Force Information Warfare Center (AFIWC), Center for Information Systems Security (CISS), or others, must be coordinated with SSG Security Certification to eliminate costly duplication of effort.

      p. A risk analysis process, to include a ST&E (Security Test & Evaluation) Plan, will be conducted.  The risk analysis will identify security shortfalls and determine residual risks.  

         (1) Residual risks must be evaluated by the DAA to determine if they are acceptable or if additional countermeasures must be incorporated prior to program manager certification. 

      q. The Project Manager or Certifier, in review with the DAA, must certify the extent to which the implemented security mechanisms satisfy the specified security requirements.  

      r. A copy of all C&A documentation must be maintained at all times in the project folder. 

      s. The Project Manager will ensure that a complete copy of the final SSAA is provided to SSG Security Certification.  

      t. The SSG Vice Director and SSG Security Certification will coordinate on all certification and accreditation packages developed or managed by SSG ensuring that DoD, AF, and SSG directives are met. 
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