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Risk Management  
Phase: 

Risk Management (RM) Global.

Description: 

Risk Management (RM) addresses issues that could endanger achievement of critical project objectives.  Risk Management identifies potential problems before they occur so that risk-handling activities may be planned and invoked throughout the project's life cycle to address potential problems in achieving project objectives.  

This Risk Management procedure documents SSG's Risk Management Strategy.

Entry Criteria:
The following shall be completed before beginning this procedure:

· Identified stakeholders

Procedure Steps:  (These steps are not necessarily performed sequentially.)
1.   Project Team:  Identify risks.  

      a. Risk identification must be done by the project team or some other stakeholder.  The SEP Risk Notification Form [TOFM001] may be used for this activity.  Risk Identification itself is not automated.  The following documents found in SEP background material may provide help to the team in the risk identification activity:  [Project Risk Factors];  

[Risk Factors-PackagedSystems]; [Software Project Risk Factors];  

[Risk Factors-SWAcqMgt]
      b. Determine Risk Sources.  Risk sources are defined as the fundamental drivers that cause risks.  These are the common areas where risks may originate.  Risk sources can be internal or external to the project and in some cases may be both.  Additional risk sources may be identified throughout the project life cycle.  Sources of risks should not be accepted without adequate planning.  Early identification of sources can lead to early identification of risks, and early mitigation plans may preclude occurrence of or reduce consequences if they occur.  Listed below are typical examples of risk sources:
         (1) Uncertain requirements

         (2) Unprecedented efforts or estimates unavailable

         (3) Infeasible design

         (4) Unavailable technology

         (5) Unrealistic schedule estimates or allocation

         (6) Inadequate staffing and skills

         (7) Cost or funding issues

         (8) Uncertain or inadequate vendor capability
      c. Identify risk categories.  SSG has designated four risk categories.  The categories identify risks associated with cost, schedule, performance or other.  These risks should be examined during all phases of the life cycle to the extent they impact project objectives. 
           
(1) Cost risks include: 


      (a) Development costs.

      (b) Product acquisition costs.

      (c) Cost of spare or replacement products.

      (d) Product disposition costs that have design implications.  

                  (e) Funding levels, estimates, or distributed budgets.
(2) Schedule risks.  Schedule risks may include risks associated with planned activities, key events, and milestones.
            (3) Performance risks include:


      (a) Requirements.

      (b) Analysis and design.

      (c) Application of new technology.

      (d) Functional performance and operation.

      (e) Verification.

      (f) Validation.

      (g) Maintaining safety and security performance.

      (h) Interface issues.

      (i)  Infrastructure limitations.

(4) Other risks.  There may be other risks that do not fall into cost, schedule, or performance categories.  Some potential risks may be outside the scope of the project's objectives but vital to customer interests.  When identifying risks there may be other things to consider, such as reviewing environmental elements that may impact the project.  Review all elements of work breakdown structure to ensure that all aspects of the work effort have been considered.  Elements of the project plan should also be looked at to ensure all aspects of the project have been considered.  Examples follow:
                  (a) Technology cycle time

                  (b) Competition

                  (c) Human resource issues

                  (d) DISA support
      d. Document risks.  Once a risk has been identified, it should be given a short title so that the risk can be easily identified in tables and reports.  In addition, there must be a full description of the risk.  The SSG-approved risk management tool is Risk Radar.  When you click on the following link, you must save it to your computer, otherwise Access will not open it for security reasons: [Risk Radar].  Also see [Risk Radar User’s Guide].
2.   Project Manager:  Analyze and evaluate risks.  

      a.  Risk Analysis.  Analyzing risks is a key part of risk management.  It includes maintaining a database of project risks so that the most important risks can be prioritized based on the judgment of the project team.  The goal is to identify the highest-priority risks and focus on them as the project evolves over time.  The team must be proactive and monitor these risks throughout the project's life cycle.  Priorities change over time and therefore adjustments must be made.  Each risk is evaluated and assigned values in accordance with the defined risk parameters.  
      b.  Risk Parameters.  Risk parameters are used to analyze and categorize risks and to control the risk management effort.  Risk parameters are also used to provide consistent criteria for comparing the various risks.  They assist in gauging the severity of unwanted change caused by risk and prioritize necessary actions for mitigation planning.  Analyzing risks entails evaluating each risk to determine its probability and impact.  Values of parameters are not as important as their consistent use over the life of the project.  Parameters for evaluating, categorizing, and prioritizing risks include the following:

(1) Probability.  Probability is the current estimate for likelihood that the risk will occur over the impact time frame.  It is measured in percent and based on professional judgment.  Values may range from 1% (extremely unlikely) to 99% (almost certain).  These values will likely change over time as the risk is actively managed.  

(2) Impact.  An impact is an undesirable consequence, which would negatively influence the project should the risk materialize.  Impact is a subjective ranking made by the team.  The primary purpose of these values is to help rank risks.  The impact value will likely change over time as the risk is actively managed.  Assign impact values as follows:



1 = very low




2 = low




3 = moderate




4 = high




5 = very high


(3) Risks dates.  In addition to the value assigned, the earliest and latest dates the risk impact could materialize should be documented.  This differs from the date the risk was first identified, which should also be documented.
      c.  Risk exposure.  Senior management must be notified when the risk exposure level is 4.5 or higher (or less if deemed necessary).  Risk exposure is a calculated value, where risk exposure equals probability multiplied by impact.  It is a standard quantitative measure of risk, and is used to compare risks with one another.  Risk exposure will have a value between .01 (very low exposure) and 4.95 (very high exposure).
      d. Specify the affected stage.  The affected stage refers to the life cycle development stage, such as Pre-Development stage, Development stage, or Post-Development stage.  
      e. Prioritize risks.  The current priority ranking of a risk is relative to all other risks.  The ranking is also based on risk exposure.  Rank 1 is the highest priority; rank 2 is next, and so on.  Risk ranking must always be carefully maintained.

3.   Project Manager:  Mitigate risks.  

      a.  Develop risk mitigation plans.  A mitigation plan for a given risk includes techniques and methods to be used to avoid, reduce, and control the probability of occurrence of the risk, the extent of damage incurred, or both.  The risk mitigation description will describe the approach or other background information regarding the mitigation efforts that will be taken on the risks.  Planning should include a short description of actions or steps to be taken, the person responsible for carrying out these actions, and a date when steps should be completed.  A risk mitigation plan shall be developed for all risks with a risk exposure of 3.5 or higher.  If there are less than 10 risks with a risk exposure of 3.5 or higher, then develop mitigation plans for your top 10 risks.
      b.  Develop contingency plans.  A contingency plan is a set of actions to take in the event critical risks materialize.  The contingency plan should include, at a minimum, alternative courses of action, work arounds, and fallback positions, with a recommended course of action.  In addition to a mitigation plan, a contingency plan must be developed if a risk is ranked 1 through 5.

      c.  Implement risk mitigation plan.  The risk mitigation plan shall be implemented as appropriate.

4.   Project Manager:  Manage risks.


      a. Assign Responsibility.  The name of the person responsible for tracking or managing the risk should be documented.

      b. Monitor Risks.  The status of each risk shall be monitored throughout the project's life cycle.  

      c. Maintain risk history.  A historical events log shall be maintained on each risk.  This log is the recording of events about the risk that might be useful in evaluating its importance or in justifying specific actions that were taken.  For instance, external events might occur that caused a change to the impact or probability of the risk.  It can serve as a repository of thoughts and decisions that affect how the risk was perceived, mitigated, and hopefully retired.  
      d. Monitor and Control the Risk Management Process.  The project team shall monitor and control the risk management process against SSG’s Risk Management Strategy or Plan for performing the process and take appropriate corrective action.  Examples used in monitoring and controlling may include the following:
         (1) Number of risks identified, managed, tracked, and controlled

         (2) Risk exposure and changes to the risk exposure for each assessed risk

         (3) Change activity for the risk mitigation plans (e.g. processes, schedule, funding)

         (4) Occurrence of unanticipated risks

         (5) Risk categorization volatility

         (6) Comparison of estimated vs. actual risk mitigation effort and impact
      e. Management review of risks.  The Project Manager will periodically and on an event-driven basis, brief senior management and other appropriate levels of management to provide visibility into the potential for risk exposure and appropriate corrective action.
      f. Risk exposure.  Senior management must be notified immediately when the risk exposure level is 4.5 or higher.
      g. Review initially identified risks.  Systematically review initially identified and baselined risks.  Analyze them to determine their status.
      h. Identify new and potential risks as the project progresses.
      i. Archive the closed risks.
Exit Criteria: 
The following work products are a result of completing this procedure:
· Risk Radar

· Identified and ranked list of risks

· Mitigation plans

· Contingency plans
· Managed risks
