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            Security Certification and Accreditation Checklist

ALL C&A TASKS ARE MANDATORY FOR EVERY SSG PROJECT

Contact SSG Security Certification for guidance on C&A tasks

NOTE:  This checklist should be used to navigate to the Security Certification and Accreditation (C&A) portions of the SEP.  

As the first step in the C&A process, each project must initiate a Security Certification and Accreditation Coordination Checklist [SWCH501].  Email it to the Security C&A POC in SSG Security Certification.  This checklist will be a living document.  It will be used to track C&A information specific to each project; and as a coordination checklist for each draft security document to be coordinated by SSG Security Certification. 

The table on the last page of this checklist is a cross-reference of the security documentation and the associated SEP procedures where each document is created, updated, and finalized.

The HQ SSG Developmental Security Policy, SSGI 33-6, is a directive establishing security requirements for new software development.  It also contains a comprehensive list of references and directives pertaining to computer security.
	Task
	Phase, Activity, Task, & Step
	AFSSI 5024, Vol. I  para #
	SEP Procedure

	
	Phase I:  Pre-Certification
	Chapter 3
	

	
	Activity 1:  Determine Security Requirements  
	3.2
	

	1
	Determine security mode of operation
	3.2.1
	[SW1PR001]

	
	Step 1:  Determine data sensitivity

· Classification levels

· Categories
	3.2.1.1
	

	
	Step 2:  Determine user clearance level
· User’s classification level

· User’s formal access approval for categories
	3.2.1.2
	[SW2PR001]

	
	Step 3:  Determine user authorizations

· Need to know

· Access approval

· Percentage of users at each level
	3.2.1.3
	

	
	Step 4:  Determine security mode of operation

· Dedicated

· System high

· Partitioned

· Multi-level
	3.2.1.4
	[SW1PR001
]

	2
	Develop System Description
	3.2.2
	[SW1PR001] 

	
	Step 1:  Write System Description

· System name

· System mission

· Users and their roles

· System and data ownership or responsibility

· Operating system, applications, and associated hardware

· Environment description

· Estimated lifecycle 

· Format in Attachment 4, Section 1

· Statement of work and time table in Attachment 9

· Place in Section 1 of the SSAA
	3.2.2.1
	 

	3
	Determine protection criteria
	3.2.3
	[SW1PR001]  

	
	Step 1:  Review requirements documents

· SOW

· CONOPs

· SLAs

· PMDs

· MNS

· ORD
	3.2.3.1
	 

	
	Step 2:  Determine environmental requirements
	3.2.3.2
	

	
	Step 3:  Determine system or data criticality   (ref.: AFI 10-401)

· Group I--Mission Critical

· Group II--Mission Essential

· Group III--Mission Impaired

· Group IV--Non-mission Essential
	3.2.3.3
	

	
	Step 4:  Determine contingency or disaster planning requirements
	3.2.3.4
	

	
	Step 5:  Formalize accreditation boundary
	3.2.3.5
	

	
	Step 6:  Identify external connections and connection rules
	3.2.3.6
	[SW1PR001] 

	
	Step 7:  Develop security input to Service Level Agreement (SLA)
	3.2.3.7
	[SW1PR001] 

	4
	Develop System Security Policy
	3.2.4
	[SW1PR001] 

	
	· Format in Attachment 4, Section 2

· Statement of work and time table in Attachment 9

· Place in Section 2 of the SSAA
	
	

	5
	Perform Threat/Vulnerability Assessment
	3.2.5
	[SW1PR001] 

	
	Step 1:  Identify assumptions, constraints, and dependencies
	3.2.5.1
	

	
	Step 2:  Determine assessment methodology
	3.2.5.2
	

	
	Step 3:  Gather and review open source information
	3.2.5.3
	

	
	Step 4:  Match threats with vulnerabilities

· Use Threat/Vulnerability Worksheets (Atch 5)
	3.2.5.4
	

	
	Step 5:  Determine likelihood of occurrence
	3.2.5.5
	

	
	Step 6:  Prioritize risks
	3.2.5.6
	

	
	Step 7:  Identify existing or planned countermeasures
	3.2.5.7
	

	
	Step 8:  Complete the Threat/Vulnerability Assessment Report

· Format in Attachment 4, Section 3

· Statement of work and time table in Attachment 9

· Place in Section 3 of the SSAA
	3.2.5.8
	


	Task
	Phase, Activity, Task, & Step
	AFSSI 5024, Vol. I para #
	SEP Procedure

	
	Activity 2:  Plan for C&A
	3.3
	

	6
	Determine Certification Level (CL)
	3.3.1
	[SW2PR001]

	
	Step 1:  Determine degrees of assurance

· Data sensitivity

· Consequences for loss of 

· Availability,

· Integrity,

· Confidentiality, and

· Accountability

· Assurance range (Degrees of Assurance) (High, Medium, Low) for:

· Availability

· Integrity

· Confidentiality

· Accountability
	3.3.1.1
	

	
	Step 2:  Consider C&A approach

· New system

· Incremental build

· Prototype or COTS

· Existing system

· Follow-on or upgrade to existing system
	3.3.1.2
	

	
	Step 3:  Identify Certification Level (CL)

· CL-1:  Checklist

· CL-2:  Abbreviated Certification

· CL-3:  Moderate Certification

· CL-4:  Extensive Certification
	3.3.1.3
	

	7
	Develop the C&A Plan
	3.3.2
	[SW2PR001]

	
	Step 1:  Determine required certification tasks

· Identify tasks required based on certification level (Vol 1, Atch 2)
	3.3.2.1
	

	
	Step 2:  Identify certification personnel

· Consider: 

· Schedule

· Full or part-time and length of time needed

· Security clearances

· Training & experience

· Testing experience

· IP knowledge
	3.3.2.2
	

	
	Step 3:  Develop a task schedule
	3.3.2.3
	

	
	Step 4:  Write the C&A Plan

· Format in Attachment 4, Section 4

· Statement of work and time table in Attachment 9

· Place in Section 4 of the SSAA
	3.3.2.4
	


	Task
	Phase, Activity, Task, & Step
	AFSSI 5024, Vol. I para #
	SEP Procedure

	
	Phase ii:  Certification
	Chapter 4
	

	
	Activity 3:  Perform system analysis
	4.2
	[SW3PR001]

	8
	Develop System Security Architecture
	4.2.2
	[SW2PR001] 

	
	Step 1:  Develop system or site description

· Describe scope

· Describe location

· Building description

· System or network description
	4.2.2.2
	[SW2PR001] 

[SW2PR001]

	
	Step 2:  Document implementation of security requirements

· Discuss mechanisms that affect availability 

· ………………………………….integrity

· ………………………………….confidentiality

· ………………………………….accountability
	4.2.2.3
	

	
	Step 3:  Document implementation of operating system (OS) security mechanisms

· Discretionary Access Control (DAC)

· Object reuse

· Labels

· Mandatory Access Control (MAC)

· Accountability

· Identification and Authentication (I&A)

· Audit

· Assurance
	4.2.2.4
	

	
	Step 4:  Document environmental security mechanisms

· Personnel security

· Physical security

· Software security

· Information security

· Communications security

· Contingency planning or continuity of operations
	4.2.2.5
	

	
	
	
	

	
	Step 5:  Write the Architecture Document

· Format in Attachment 4, Section 5

· Statement of work and time table in Attachment 9

· Place in Section 5 of the SSAA
	4.2.2.7
	

	9
	Develop Trusted Facility Manual (TFM)
	4.2.3
	[SW4PR002]

[SW5PR003]

[SW5PR006]

[SW6PR001]

	
	Step 1:  Develop the TFM

· Format in Attachment 4, Section 6

· Use guidance in NCSC-TG-016

· Statement of work and time table in Attachment 9
	4.2.3.1
	

	
	Step 2:  Obtain approval 

· Place in Section 6 of the SSAA
	4.2.3.2
	


	Task
	Phase, Activity, Task, & Step
	AFSSI 5024, Vol. I para #
	SEP Procedure

	10
	Develop Security Features User Guide (SFUG)
	4.2.4
	[SW4PR002]
[SW5PR006]
[SW6PR001]

	
	Step 1:  Develop the SFUG

· Format in attachment 4, section 7

· Use guidance in NCSC-TG-026

· Statement of work and time table in Attachment 9
	4.2.4.1
	

	
	Step 2:  Obtain approval 

· Place in Section 7 of the SSAA
	4.2.4.2
	

	11
	Perform Security Test and Evaluation (ST&E)
	4.2.5
	[SW3PR001]
[SW4PR001]
[SW5PR003]

	
	Step 1:  Develop ST&E Plan

· Identify scope

· Identify assumptions, constraints, and dependencies

· Determine approach

· Determine procedures

· Determine schedule

· Identify team members and responsibilities

· Develop justification for specific site tests

· Finalize report and gain DAA approval

· Format in Attachment 4, Section 8A

· Statement of work and time table in Attachment 9

· Place in Section 8A of the SSAA
	4.2.5.2
	[SW3PR001]
  
[SW4PR002]

	
	Step 2:  Perform ST&E

· Exercise procedures form ST&E plan

· Perform vulnerability and penetration tests

· Complete the appropriate Minimum Requirements Checklist (Attachment 6).

· Attach completed Checklist to Section 8B of the SSAA
	4.2.5.3
	

	
	Step 3:  Develop ST&E Report

· Identify conditions of test

· Identify all perceived vulnerabilities

· Format in Attachment 4, Section 8B

· Statement of work and time table in Attachment 9

· Place in Section 8B of the SSAA 
	4.2.5.4
	[SW6PR001]

	12
	Perform Risk Analysis
	4.2.6
	[SW2PR002]

	
	Step 1:  Consolidate documentation in SSAA

· System description

· System security policy

· Threat or vulnerability assessment

· C&A plan

· System security architecture

· TFM

· SFUG

· ST&E plan, procedures, and report
	4.2.6.1
	[SW2PR002] 
[SW6PR001] 
[SW5PR003]
[SW6PR001]

	
	Step 2:  Identify constraints, assumptions, and dependencies
	4.2.6.2
	


	Task
	C&A Process
	AFSSI 5024, Vol. I para #
	SEP Procedure

	12
	Step 3: Determine adequacy of certification

· System unchanged?

· All required tasks satisfactorily completed?
	4.2.6.3
	[SW3PR001]
 

	
	Step 4:  Identify risk evaluation methodology

· Rank, order, and define risks and impacts (i.e., low, medium, high)
	4.2.6.4
	

	
	Step 5:  Identify risks and countermeasures

· Check Threat/Vulnerability Assessment, DT&E, ST&E, OT&E, architecture, system security policy, CONOPs, etc.,

· Complete Threat/Vulnerability Worksheet from Task 4
	4.2.6.5
	[SW3PR001]
 

	
	Step 6:  Determine residual risk

· Portion of risk remaining after all countermeasures are applied 

· Identify:

· Where no countermeasures exist, 

· Where countermeasures are insufficient, or

· Where countermeasures are pending and their schedule

· Recommend additional cost effective countermeasures
	4.2.6.6
	[SW3PR001]
 

	
	Step 7:  Prepare Risk Analysis Report

· Identify:

· Threats and vulnerabilities,

· Proposals and evaluations of countermeasure effectiveness,

· Countermeasures trade-offs (performance impact versus cost versus security), and

· Residual risk

· Format in Attachment 4, Section 9

· Statement of work and time table in Attachment 9

· Place in Section 9 of the SSAA
	4.2.6.7
	[SW2PR001]
SW3PR001 []
[SW6PR001]

	
	Activity 4:  Perform findings or make recommendations
	4.3
	

	13
	Develop accreditation recommendation.
	4.3.2
	[SW6PR001] 

	
	Step 1:  Prepare recommendation letter

· Choices:

· Recommend Full Accreditation

· Recommendation Interim Accreditation

· Recommend Accreditation Disapproval

· Format in attachment 7

· Place in front of SSAA
	4.3.2.1
	

	
	Step 2:  Implement Operational Restrictions (Interim Only)
	4.3.2.2
	

	
	Step 3:  Update C&A Plan (Interim Only)
	4.3.2.3
	

	
	Step 4:  Prepare DAA’s Accreditation Letter
	4.3.2.4
	

	14
	Prepare SSAA
	4.3.3
	 [SW6PR001]

	
	Step 1:  Inventory SSAA
	4.3.3.1
	

	
	Step 2:  Identify risk analysis
	4.3.3.2
	

	
	Phase III: Accreditation
	Chapter 5
	

	
	Activity 5:  Make accreditation decision
	5.2
	

	15
	Present findings or accreditation recommendation
	5.2.1
	[SW6PR001] 

	
	Step 1:  Determine presentation requirements
	5.2.1.1
	

	
	Step 2:  Present findings
	5.2.1.2
	

	16
	Review SSAA (DAA)
	5.2.2
	[SW6PR001] 

	
	Step 1:  Review findings
	5.2.2.1
	


	Task
	C&A Process
	AFSSI 5024, Vol. I para #
	SEP Procedure

	16
	Step 2:  Request additional information

· Request clarification of methods or results

· Request greater detail in testing, reports, or other documentation

· Possibly visit the site
	5.2.2.2
	

	
	Step 3:  Perform site visit (optional)
	5.2.2.3
	

	17
	Make accreditation decision
	5.2.3
	 [SW6PR001]

	
	Step 1:  Make the accreditation decision 

· DAA:  Should I put my name “on the line?”

· Grant:  Full Accreditation, Interim Accreditation, or Accreditation Disapproval
	5.2.3.1
	

	
	Step 2:  Document the accreditation decision 

· Format in Attachment 8

· Place in front of the SSAA
	5.2.3.2
	[SW6PR001] 

	18
	Assign and record Accreditation Control Number (ACN)
	5.2.4
	not required

	
	Step 1:  Assign ACN
	5.2.4.1
	

	
	Step 2:  Record ACN
	5.2.4.2
	

	
	Phase IV:  Post-Accreditation
	Chapter 6
	

	
	Activity 6:  Maintain accreditation
	6.2
	

	19
	Review new threats and vulnerabilities
	6.2.2
	[SW1PR001
]

	
	Step 1:  Obtain & review

· Monitor local, AFIWC, and other credible government or open sources
	6.2.2.1
	

	
	Step 2:  Recertify & reaccredit the information system

· Countermeasures may need adjustment, update, redesign, or replacement
	6.2.2.2
	

	20
	Review or assess system or environment
	6.2.3
	 [SW1PR001
]

	
	Step 1:  Continuously review or assess the information system

· Review, assess, and analyze security posture

· Document, document, and document

· Use password checking programs (e.g., Crack), vulnerability analysis tools (e.g., ASIM), program assessments (e.g., IPAP), and retesting of policy objectives

· Identify need for modification of policies or procedures
	6.2.3.2
	

	
	Step 2:  Recertify & reaccredit the information system
	6.2.3.3
	

	21
	Review system or environment modification requests
	6.2.4
	 [SW1PR001
]

	
	Step 1:  Review requests 

· Changes may invalidate accreditation; review planned changes to system or facility

· Work close with Facility Manager, CSO, and CCB
	6.2.4.2
	

	
	Step 2:  Develop Plan of Action

· Develop Transition Plan to securely migrate system
	6.2.4.3
	

	
	Step 3:  Recertify & reaccredit
	6.2.4.4
	

	22
	Review and update SSAA
	6.2.5
	 [SW1PR001
]

	
	Step 1:  Review & update 

· Keep this living document current

· Makes recertification much easier
	6.2.5.1
	

	
	Step 2:  Recertify & reaccredit the information system
	6.2.6.2
	


	Task
	C&A Process
	AFSSI 5024, Vol. I para #
	SEP Procedure

	23
	Identify need for recertification or reaccreditation
	6.2.6
	[ SW1PR001
]

	
	Step 1:  Identify need:  (indicators)

· Change in criticality, sensitivity or security policy

· Hardware additions, changes, or upgrades impacting countermeasures

· Software (operating system or applications) additions, changes, or upgrades

· Threat change creating a system vulnerability resulting in a higher risk

· Mission change requiring a different security mode of operation

· A breach of security, a breach of system integrity, or an unusual situation that reveals a flaw in security design exposing its vulnerability

· Significant change in physical structure of the facility

· Significant changes in operating procedures

· System configuration change (e.g., connections outside approved parameters)

· Inclusion of additional (separately accredited) systems affecting security
	6.2.6.1
	

	
	Step 2:  Recertify and reaccredit
	6.2.6.2
	


	WORK PRODUCT
	CREATED
	UPDATED
	FINALIZED

	Security doc. for System Security Authorization Agreement (SSAA) pkg
	Throughout procs below
	Throughout procs below
	[SW6PR001]

	  System Description
	[SW1PR001
]
	SW1PR001 [
]
	SW1PR001 [
]

	  System Security Policy
	SW1PR001 [
]
	[SW2PR001]
[SW3PR001]
[SW2PR002]
[SW4PR001] (if needed)

[SW4PR002] (if needed)

[SW5PR003]
	

	  Threat/Vulnerability 

    Assessment Report
	[SW1PR001

	SW3PR001 [
	SW2PR002 []

	  Certification & 

    Accreditation (C&A) 

    Plan
	SW2PR001 [
	 
	SW2PR001 []

	  System Security 

    Architecture
	SW3PR001 []
	SW4PR001 [ ] (if needed)

SW4PR002 [] (if needed)
	

	  Security Test & 

    Evaluation (ST&E) 

    Plan
	SW3PR001 []
	SW2PR002 []
[SW4PR001]
	SW4PR002 []

	  Trusted Facility 

    Manual (TFM)
	SW4PR002 []
	SW5PR003 []
	[SW6PR001]

	  Security Features 

    User Guide (SFUG)
	SW4PR002 []
	SW5PR003 []
	[SW6PR001]

	  Security Test & 

    Evaluation (ST&E) 

    Report
	SW5PR003 [] (optional dry run)
	SW6PR001 [] (required)
	SW6PR001 []

	  Security Risk Analysis 

    Report
	SW2PR001 []
	[SW2PR001 ]
SW3PR001 []
SW2PR002 []
SW4PR001 [] (if needed)

SW4PR002 []
SW5PR003 []
	

	Maintain Accreditation   (this is not a product -- task driven)
	SW1PR001 [
]
	Throughout procs above (if reaccreditation required)
	SW6PR001 [] (if reaccreditation required)


1

