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Coordination Checklist

	Security Certification and Accreditation Coordination

Checklist

	

	
	1. Project Name:
	
	2. Release or Version No.:
	
	3. Peer Review Date:
	
	

	

	
	4. State of Product:

X Draft       Near Final       Final
	5. Purpose of Checklist Use:

  X  initial      Followup      Summary
	6. Type of Review:

     Meeting   X  Coordination
	

	

	
	7. Supporting Material and Location:
	
	

	
	
	

	

	
	8. Time Charge Number:
	Include the JON, Project #, Function code for reviewers to charge their time
	

	

	
	9. Objective Exit Criteria (Answer "Y" for Yes or "N" for No in the next column)
	Met?
	

	
	1
	Security C&A Roles
	
	

	
	1.1
	Has the Project Security Manager (PSM) been identified?

If Yes, Name/Grade/Office Symbol/Phone Number:
	
	

	
	1.2
	Has the Certifying Official been identified?

If Yes, Name/Grade/Office Symbol/Phone Number:
	
	

	
	1.3
	Has the Designated Approving Authority (DAA) been identified?

If Yes, Name/Grade/Office Symbol/Phone Number:
	
	

	
	
	
	
	

	
	2
	C&A Status Information
	
	

	
	2.1
	DIST Number:
	
	

	
	2.2
	Has system been security certified and accredited?

If Yes:

  Date C&A certified:

  Date C&A accredited:

  Version Number that was certified and accredited:

If No:

  Estimated date to become C&A certified:

  Estimated date to become C&A accredited:


	
	

	
	
	
	
	

	
	3
	Coordination of Security C&A Tasks
	
	

	
	3.1
	Has the PSM contacted SSG Security Certification to obtain guidance to create the necessary System Security Authorization Agreement (SSAA) documentation?  (see note below)
	
	

	
	3.2
	If system is already certified and accredited, has the PSM reviewed requirements for current release to determine if reaccreditation is required?  Contact SSG Security Certification to obtain guidance.
	
	

	
	3.3
	If reaccreditation is required, has PSM contacted SSG Security Certification to obtain guidance concerning required reaccreditation tasks?
	
	

	
	
	
	
	

	
	4
	Coordination of Security C&A Documents
	
	

	
	4.1  
	Has each draft document been reviewed by SSG Security Certification?  Refer to section 12 for document list.
	
	

	
	4.2
	Has assembled SSAA package been reviewed by SSG Security Certification before submittal to DAA?
	
	

	
	4.3
	Has a copy of completed and approved SSAA package been provided to SSG Security Certification?
	
	

	

	

	
	10. Action Items, issues, and improvement recommendations
	Page/Para
	Reviewer
	Priority
	Suspense
	Closed Date

	
	1
	
	
	
	
	
	
	

	
	2
	
	
	
	
	
	
	

	
	.
	
	
	
	
	
	
	

	
	N
	
	
	
	
	
	
	

	

	

	

	
	11. Names of reviewers or office
	

	
	#
	Office or Name of Reviewer
	Role
	Date Reviewed
	Time Spent
	

	
	1
	SSG Security Certification
	Security C&A
	
	
	

	

	

	

	
	12. Summary of Results
	

	
	Security Documents:
	Date Reviewed or Approved
	

	
	System Description
	
	

	
	System Security Policy
	
	

	
	Threat/Vulnerability Assessment Report
	
	

	
	C&A Plan
	
	

	
	System Security Architecture
	
	

	
	Security Test & Evaluation (ST&E) Plan 
	
	

	
	Trusted Facility Manual (TFM)
	
	

	
	Security Features User Guide (SFUG)
	
	

	
	Security Test and Evaluation (ST&E) Report
	
	

	
	Security Risk Analysis Report
	
	

	
	Certifying Official’s Certification Letter
	
	

	
	Accreditation Letter
	
	

	
	Completed draft SSAA Package
	
	

	
	SSG Security Certification’s copy of completed and approved SSAA Package
	
	

	

	

	
	13.  Project Manager signature: ___________________________
	Date:________________________         

	

	
	14.  2 Letter signature: ___________________________
	Date:________________________         

	
	
	

	
	
	


1

