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C4ISP Guide

The Command, Control, Communications, Computers, and Intelligence Support Planning (C4ISP) is a DoD mandated process designed to ensure that all Acquisition Category (ACAT) I, IA, II and III programs for unclassified and classified systems connecting in any way with the Air Force communications and information infrastructure, or give the warfighter or DoD decision maker an operational capability that depends on timely, effective C4I infrastructure support meet certain criteria.  The C4ISP identifies needs, dependencies, and interfaces focusing attention on interoperability, supportability, and sufficiency concerns.  The C4ISP describes the link between operational processes and the supporting information systems architecture.  C4ISPs comprise operational, system, and technical architectures covering the following topics of concern; intelligence, spectrum, security, connectivity, and interoperability requirements; communications and information man-power, training, and logistics requirements; shortfalls and solutions.

The Program Manager (PM) must conduct a self-assessment to determine their system’s C4ISR support requirements. If the self-assessment determines aC4ISP is not required, the PM shall prepare a justification letter to forward with the self-assessment to SAF/AQI. SAF/AQI will coordinate approval/disapproval with OASD (C3I) and Joint Staff as required. If approved, the PM will provide a copy of the approval letter as part of the Milestone decision package to the MDA. Purpose of the justification letter is to coordinate with AF/SCT and AF/XOI that there are no derived C4ISR supportability issues. The letter will be returned to the PM with a copy to AFCA.  For fielded systems, a C4ISP is required prior to initiation of any modification/upgrade affecting the system’s C4I support or interoperability.  The C4ISP for the modification/upgrade may be limited to the scope of the modification or upgrade, as defined in the acquisition program. PMs will determine whether a modification or upgrade requires a C4ISP.  If it’s determined a C4ISP is not required for the modification or upgrade, a justification letter with the self-assessment will be forwarded to SAF/AQI.

The C4ISP mandate is a part of the solution set that the DoD devised when it was discovered that many systems were developed with a lack of systematic analysis that defines system interoperability and support requirements.  This lack of analysis has created the problem of not having adequate Command, Control, Communications, Computers, and Intelligence (C4I) support elements in place prior to fielding systems, having systems which are incompatible with the existing C4I infrastructure, and having insufficient funding to upgrade the existing C4I infrastructure or provide the needed support.  In addition, the Air Force has added the additional requirements of a Certificate of Networthiness and the Certificate to Operate.                                      

The C4ISP is a living acquisition document, developed by the Program Management Office (PMO), Systems Program Office (SPO), or other acquisition authority.  If there is no PM, the functional manager must ensure that the C4ISP is developed.  The C4ISP development and review process provides a mechanism to identify and resolve implementation issues related to C4I support and information technology (IT) system (including National Security Systems (NSS)) interface requirements.  

The AF Communication and Information community participates in the system development process, via the C4ISP, to ensure that networthy systems (e.g., secure, compatible with the infrastructure and supportable) are developed and fielded.  Networthy systems will receive a Certificate of Networthiness.  A Certificate of Networthiness is required prior to full rate production and fielding of systems that use AF IT infrastructures.  A Certificate to Operate is required indicating that supportability and sufficiency risks associated with operating the system have been accepted by the affected Major Command  (MAJCOM). 
The AF Intelligence (Intel) community participates in the system development process, via the C4ISP, ensuring proper Intelligence support is available, e.g. that new databases, trained intelligence professionals, and processes are in place to ensure effective system operation.  If required intelligence infrastructure is not identified and built concurrently with system development, the Air Force risks developing systems that are sub-optimized or unsupportable.  Lessons learned from past acquisition programs that entered the inventory without up-front intelligence infrastructure analysis and planning highlight the importance of integrating all facets of intelligence support as an essential part of the acquisition process.
In addition to Communications and Information and Intel support requirements, C4ISPs are designed to capture relevant command and control (C2) support requirements.  These are necessary to ensure the system under development will be fully supportable once handed over to the operating community.  System-to-system interoperability and sufficiency are key concerns of the C2 community.

The C4ISP is an integral element of the acquisition process. Several sections of the C4ISP provide information useful in obtaining a Certificate of Networthiness (CoN) and a Certificate to Operate (CtO).  These documents (CoN, CtO) are NOT included in the C4ISP process, only information within the C4ISP is extracted for the documents.  For reference, the new acquisition model (DoDI 5000.2) is illustrated in Figure I-1a, with new milestone terminology (A, B, C, FRP) compared to former milestone terminology (0, I, II, III).  C4I support must be planned in the earliest stages of system development.  Figures I-1b through I-1f show the progression of system and C4ISP progression along with the associated certifications.
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Figure I-1a.  Defense Management Acquisition Framework
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Figure I-1b.  Defense Management Acquisition Framework – MS A
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Figure I-1c.  Defense Management Acquisition Framework – Program Initiation, MS B
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Figure I-1d.  Defense Management Acquisition Framework – LRIP
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Figure I-1e.  Defense Management Acquisition Framework – FRP
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Figure I-1f.  Defense Management Acquisition Framework – FOC

1.8 A main part of the C4ISP consists of four sets of architectural views:  All Views (AV), Operational Views (OV), System Views (SV) and Technical Views (TV).  The All Views consist of general information about the system and an integrated dictionary for the project/program. The Operational View is a description, including graphics, of the tasks and activities, operational elements, and information flows required to accomplish or support a military operation.  The Systems View is a description, including graphics, of systems and interconnections providing for, or supporting, warfighter functions.  The Technical View is the minimal set of rules governing the arrangement, interaction, and interdependence of system parts or elements, whose purpose is to ensure that a conformant system satisfies a specified set of requirements.  The views are listed below in figure 2.

Figure 2

	Applicable Architecture View
	Product Reference
	Architecture Product
	Essential or Supporting
	General Nature

	All Views (Context)
	AV-1
	Overview and Summary Information
	Essential
	Scope, purpose, intended users, environment depicted, analytical findings, if applicable  (4.2.1.1)

	All Views (Terms)
	AV-2
	Integrated Dictionary
	Essential
	Definitions of all terms used in all products (4.2.1.2)

	Operational
	OV-1
	High-level Operational Concept Graphic
	Essential
	High-level graphical description of operational concept (high-level organizations, missions, geographic configuration, connectivity, etc.) (4.2.1.3)

	Operational
	OV-2
	Operational Node Connectivity Description
	Essential
	Operational nodes, activities performed at each node, connectivities & information flow between nodes (4.2.14)

	Operational
	OV-3
	Operational Information Exchange Matrix
	Essential
	Information exchanged between nodes and the relevant attributes of that exchange such as media, quality, quantity and the level of interoperability (4.2.1.5)

	Operational
	OV-4
	Command Relationships Chart
	Supporting
	Command, control, coordination relationships among organizations (4.2.2.1)

	Operational
	OV-5
	Activity Model
	Supporting
	Activities, relationships among activities, I/Os, constraints (e.g., policy, guidance), and mechanisms that perform those activities.  In addition to showing mechanisms, overlays can show other pertinent information (4.2.2.2)

	Operational
	OV-6a
	Operational Rules Model
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies the business rules that constrain the operation (4.2.2.3.1)

	Operational
	OV-6b
	Operational State Transition Description
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies responses of a business process to events (4.2.2.3.2)

	Operational
	OV-6c
	Operational Event/Trace Description
	Supporting
	One of the three products used to describe operational activity sequence and timing that traces the actions in a scenario or critical sequence of events (4.2.2.3.3)

	Operational
	OV-7
	Logical Data Model
	Supporting
	Documentation of the data requirements and structural business process rules of the Operational View (4.2.2.4)

	Systems
	SV-1
	System Interface Description
	Essential
	Identification of systems and system components and their interfaces, within and between nodes (4.2.1.6)

	Systems
	SV-2
	Systems Communications Description
	Supporting
	Physical nodes and their related communications laydowns (4.2.2.5)

	Systems
	SV-3
	Systems^2 Matrix
	Supporting
	Relationships among systems in a given architecture; can be assigned to show relationships of interest, e.g., system-type interfaces, planned vs. existing interfaces, etc. (4.2.2.6)

	Systems
	SV-4
	Systems Functionality Description
	Supporting
	Functions performed by systems and the information flow among system functions (4.2.2.7)

	Systems
	SV-5
	Operational Activity to System Function Traceability Matrix
	Supporting
	Mapping of system functions back to operational activities (4.2.2.8)

	Systems
	SV-6
	System Information Exchange Matrix
	Supporting
	Detailing of information exchanges among system elements, applications and H/W allocated to system elements (4.2.2.9)

	Systems
	SV-7
	System Performance Parameters Matrix
	Supporting
	Performance characteristics of each system’s hardware and software elements, for the appropriate timeframes (4.2.2.10)

	Systems
	SV-8
	System Evolution Description
	Supporting
	Planned incremental steps toward migrating a suite of systems to a more efficient suite, or toward evolving a current system to a future development of the architecture (4.2.2.11)

	Systems
	SV-9
	System Technology Forecast
	Supporting
	Emerging technologies and software or hardware products that are expected to be available in a given set of timeframes, and that will affect future development of the architecture (4.2.2.12)

	Systems
	SV-10a
	Systems Rules Model
	Supporting
	One of the three products used to describe systems activity sequence and timing -- Constraints that are imposed on systems functionality due to some aspect of systems design or implementation (4.2.2.13.1)

	Systems
	SV-10b
	Systems State Transition Description
	Supporting
	One of three products used to describe systems activity sequence and timing -- Responses of a system to events (4.2.2.13.2)

	Systems
	SV-10c
	Systems Event or Trace Description
	Supporting
	One of three products used to describe systems activity sequence and timing -- System-specific refinements of critical sequences of events described in the operational flow (4.2.2.13.3)

	Systems
	SV-11
	Physical Data Model
	Supporting
	Physical implementation of the information of the Logical Data Model, e.g., message formats, file structures, physical schema (4.2.2.14)

	Technical
	TV-1
	Technical Architecture Profile
	Essential
	Extraction of standards that apply to the given architecture (4.2.1.7)

	Technical
	TV-2
	Standards Technology Forecast
	Supporting
	Description of emerging standards that are expected to apply to the given architecture, within an appropriate set of timeframes (4.2.2.15)


Not all views are mandated by the Air Force. The following is a list that identifies which views must be generated for Air Force C4ISPs.  These items will be found on the SEP Tailoring Worksheet and may not be tailored out for any system that is required to produce a C4ISP.

AV-1 – Overview and Summary Information

AV-2 – Integrated Dictionary

OV-1 – Narrative High Level Operational Concepts

OV-2 – Operational Node Connectivity Description

OV-3 – Operational Information Exchange Matrix

OV-5 – Activity Model

SV-1 – Systems Interface Description

TV-1 – Technical Architecture
However, the following views are still suggested as sound engineering practices.  These items will also be found on the SEP Tailoring Worksheet but may be tailored out if the project decides not to produce the views.

OV-4 – Command Relationships Chart

OV-6a – Operational Rules Model

OV-6b – Operational State Transition Description

OV-6c – Operational Event or Trace Description

OV-7 – Logical Data Model

SV-2 – Systems Communications Description

SV-3 – Systems Matrix

SV-4 – Systems Functional Description

SV-5 – Operational Activity to System Function Traceability Matrix

SV-6 – System-Data Exchange Matrix

SV-7 – System Performance Parameters Matrix

SV-8 – System Evolution Description

SV-9 – System Technology Forecast

SV-10a – Systems Rules Model

SV-10b – Systems Transition Description

SV-10c – Systems Event or Trace Description

SV-11 – Physical Data Model

TV-2 – Standards Technology Forecast

In our SSG environment, the Operational Views (OVs) and All Views (AVs) will generally be prepared by the SPO and the software or system developer will generally provide the Systems Views (SVs) and Technical Views (TVs).  If your project or program is using a civilian contractor and you wish them to generate your C4ISP, make sure that requirement is listed in the SOW.  

SSG Architecture Design provides expert assistance on C4ISP issues.  In fact, a project or program may contract with SSG Architecture Design to produce their entire C4ISP.  It should be noted that whether the views are produced in-house or by a contracted agency, the views are to be used to enhance and support systems engineering and software architecture design.  The C4ISP is not intended to be yet another “checklist” to be completed.  When produced at the appropriate points in the system’s lifecycle, the Operational and Systems Views will enhance a project’s understanding of their business processes and how to build a system that satisfies the business process requirements.  The mapping of the C4ISP Views to SSG’s Systems Engineering Process (SEP) are shown in the next two figures.

Acronyms

CONOPS
Concept of Operations


[SWTM024]
SRS

Software Requirements Specification

[SWTM022]
DD

Design Document



[SWTM017]
DS

Database Specification


[SWTM008]
RTM

Requirements Traceability Matrix

[SWGD008]
ID

Integrated Dictionary





(This document is not in the SEP and will 



be a new document produced by the 



project or program for their C4ISP.)


The C4ISP views requirements have already been written into the SEP documents listed above and displayed in the figures below.  The views have been inserted in such a way that any project adhering to the SEP will produce the necessary C4ISP views as part of their normal lifecycle documentation.
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This next graphic depicts which SEP documents address C4ISP concerns and where the documents occur in the project lifecycle.  The verbiage describing the C4ISP views have been inserted into the appropriate SEP documents to remind project managers and software project managers who have a mandate to produce a C4ISP that they need to be addressing the C4ISP issues at these points in their project development.  The views should not be inserted into the SEP documents.  Furthermore, AV-1 and OV-1 could be produced well before the CONOPS is finished.  
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Do not duplicate effort!  If information required by a particular view is referenced by another SEP document, merely reference that document in your view and include the referenced document in your completed C4ISP package.  There is no need to redo work or even cut and paste.  When in doubt, please contact SSG Architecture Design for assistance.

This next section will provide specific information required by each view.   In addition, an example of each view will be shown. The example listed is from a completed C4ISP for the AF CIO-HUD project.  Please understand that many views are very project specific and may not translate well to your project.  There is no “cookie cutter” approach to a C4ISP.  For specific questions or concerns regarding your project, please contact SSG Architecture Design for assistance.

AV-1  Overview and summary information

AV-1 should provide the following general information about the system:

--Identification

--Purpose

--Scope

--Context

--Findings

--Tools and file formats

--Level of effort and lessons learned

All architecture products should link back to the information provided in the AV-1.

H1  Overview and summary information (AV-1)

The overview and summary information product serves two purposes.  During the initial phases of architecture development, it serves as a planning guide.  Upon completion of an architecture project, this product provides summary textual information concerning the project.

H1.1  Identification

Name:  Air Force Chief Information Officer-Heads Up Display Project

Short Name:  AF CIO-HUD

Architect:  AF CIO-HUD Software Project Manager

Involved Organizations:


Office of Primary Responsibility (OPR):  AF CIO-HUD C4ISP Team

Supporting Organizations:  CIO-HUD Software Project Manager; SSG Engineering, Air Force Communications Agency (AFCA)

H1.2  Purpose

Intended Use:  Inclusion in Section 3 of  CIO-HUD C4ISP

Analysis Method:  The AF CIO-HUD system development was accomplished using a spiral approach.  As such a complete and approved Data Model, OV-7, for AF CIO-HUD system did not exist at the time this C4ISP was being developed.  Accordingly, a process involving informal domain analysis and synthesis based on programmatic documentation was employed to create Command, Control, Communications, Intelligence, Surveillance, and Reconnaissance (C4ISR) Framework compliant architecture products for this C4ISP.

Anticipated Decisions:

AF CIO-HUD Functional Analysts:  Corroboration of AF CIO-HUD system architecture views.  Provide new or updated programmatic document for AF CIO-HUD system Releases.
AF CIO-HUD SPM:  Assignment of OPRs within the SPM to corroborate C4ISP content and to provide technical plans, schedules, and documentation.

AF CIO office:  Review CAS C4ISP and provide recommendations.
AFCA:  Review AF CIO-HUD system C4ISP and provide guidance and recommendations on the Certificate of Networthiness (CoN).

Air Force Chief Information Officer (CIO):  Approve AF CIO-HUD system C4ISP and Certificate of Networthiness (CoN).
Major Commands:  Provide Certificate to Operate (CTO).
Anticipated Decision Results:

Exploitation of C4ISR Framework architecture concepts to guide future AF CIO-HUD system development.

Approval of AF CIO-HUD system Certificate of Networthiness.
H1.3  Scope

The architecture products provided in this appendix identify AF CIO-HUD system operational elements, their high-level activities and major information exchanges used to ensure complete operational and system support support.  These products were built from AF CIO-HUD system documentation and draft documents developed during ongoing technical activities.

Products:  (All products are C4ISR framework compliant)

Overview and Summary Information (AV-1)
Integrated Dictionary (AV-2)
High-Level Operational Concept Graphic (OV-1)
Operational Node Connectivity Description (OV-2)
Operational Information Exchange Matrix (OV-3)
High-Level Activity Model (OV-5)
Logical Data Model (OV-7)
System Interface Description (SV-1)
System Communications Description (SV-2)
Technical Architecture Profile (TV-1)
H1.4  Context

Setting or Interrelated Conditions:

Analysis Method:  The AF CIO-HUD system development was accomplished using a spiral approach.  As such a complete and approved Data Model, OV-7, for AF CIO-HUD system did not exist at the time this C4ISP was being developed.  Accordingly, a process involving informal domain analysis and synthesis based on programmatic documentation was employed to create Command, Control, Communications, Intelligence, Surveillance, and Reconnaissance (C4ISR) Framework compliant architecture products for this C4ISP.

Supporting Documents:

Supporting documents are identified in Appendix A.

Tasking Origin:

--SAF-AQ/CIO MEMORANDUM (undated), SUBJECT:  Air Force Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP) 

--AFI 33-136   C4ISPs and Certifications

Authoritative Development Sources:

--DoDI 5000.2, Operation of the Defense Acquisition System, May 2003 
--DoD C4ISR Architecture Framework, Version 2.0 18 Dec 97

--AFI 33-124 Communications and information Enterprise Information Technology Architectures, 1 May 2000.

--OSD Acquisition Deskbook, C4I Support Plan Guidance and Format
Air Force C4ISP Guide, HQ AFCA/IT, 13 June 2000
H1.5  Tools and File Formats
Tools:  Microsoft Office 2000, Visio® Professional 5.0b for Microsoft Windows

File Format:  Microsoft Word and Hypertext Markup Language (HTML), Visio® Professional 5.0b for Microsoft Windows

AV-2  Integrated Dictionary

AV-2 should be:

--A central source for all metadata contained in the graphical products

--A repository for textual description of all the graphic items used in the products

--A cross reference to the various products

   Name

   Description

   Listing of the products where the item is used

AV-2 allows products to stand-alone and be understood without reference to any other documents.

Integrated Dictionary (AV-2)

This product consists of definitions of terms used in the architecture views and metadata about the framework elements of this project.
	Used In
	Name
	Definition

	OV-1, OV-2,

OV-6c, SV-1,

SV-2
	AF CIO Office
	AF CIO Office is assumed to be the representative of the SECAF, CSAF, and the AF CIO.  This office initiates the data call, tracks and reports the initiatives’ progress, and would be the primary focal point for IT direction.

	OV-2, OV-6c,

SV-1, SV-2
	AF CIO-HUD Software Project Management Office or SPO
	The SPM, located at SSG, is responsible for the development and fielding of the system.  Ensuring that the system’s capabilities meet the requirements identified by AF CIO/RM.  Additionally, he will establish and maintain the HUD user accounts and permissions.

	OV-1, OV-2,

OV-6c, SV-1,

SV-2
	AF CIO-HUD System
	A “one-stop” shop for all CIO metrics and tracking for key IT initiatives.  The system will be web-based and accessible via the AF Portal for metrics data storage and display.  The system is comprised of two servers (an application server and a database server) and COTS software (Micro strategies) that will handle the charts or graphics.

	OV-1, OV-2,

OV-6c, SV-1,

SV-2
	AF Portal Users
	Refers to a class of people, not a specific office or entity within the AF.  It defines a set of users who have access permission to the Portal and thus the AF CIO-HUD system.  “Selected” users will also have “write” access to the system for data entry. 

	OV-5
	AF Corporate Structure
	Encompasses entire senior AF management and decision- making structure (e.g., SECAF, CSAF, and the Air Staff).

	SV-1, SV-2
	AF Portal
	Provides Air Force personnel a “World-Wide Window” into a complete set of integrated, self-service, web-enabled applications.  It is accessible anytime, anywhere and serves as the primary point of access to individual, functional, and operational services (e.g. AF CIO-HUD system).

	OV-6c
	Data Call
	It is the AF CIO’s initial data call that tells all concerned that that particular project or initiative will be tracked using the AF CIO-HUD system and to start submitting progress status and metrics data.

	OV-6c
	Display Presentation
	An event in the AF CIO-HUD system that provides the user with the graphical interpretations of the collected metrics data for a specific system.  The user will also have the capability to “drill down” into the metrics for more specific graphical information.

	OV-1, OV-2,

OV-6c, SV-1,

SV-2
	Functional PMO
	Refers to the Air Staff Functional Program Manager or Program Element Manager (PEM) (e.g. “IL” or “SG” functions).

	OV-1, OV-2,

OV-6c, SV-1,

SV-2
	IT Project SPOs
	Refers to the IT Project’s Program Office, normally found at the “developer’s” location (e.g., SSG Software Technology Solutions at Maxwell AFB, Gunter Annex).

	OV-6c
	Metrics Data Input
	Information required by the AF CIO used to track the project.  Includes: performance, availability, number of users, bandwidth used, capabilities, progress, usage, potential problems, and projected capabilities.

	SV-2
	NIPRNET
	Non-classified Internet Protocol Router Network.

	OV-5
	Operational Functions
	The functions that include the following events: data input, presentation criteria, and data presentation. 

	OV-6c
	Presentation Criteria
	Creation of new or updates to the graphical charts based on CIO office criteria.

	OV-6c
	System Administration
	Function performed by the AF CIO-HUD SPM office.  Establishes and maintains user accounts and permissions.

	OV-5
	System Support Functions
	Function performed by the SPM.  Provides system enhancements based on AF CIO requirements.


OV-1  High-level concept diagram

OV-1 should:

--Be a high level of abstraction

--Represent a vision

--Be devoid of specific operational and implementation details

--Represent missions or tasks

--Provide an idea of the players and actions involved

--Depict high-level operations

--Identify key organizations

--Should identify geographical distribution of assets.

OV-1
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OV-2  Operational Node Connectivity Diagram

--OV-2 should depict how business is conducted in the system

--Shall list the operational nodes to include all external nodes

--Show the information transfer between nodes.

--The information transfer should have needlines, which indicate the direction of information flow.

--OV-2 provides linkage to OV-5

   ----OV-2 nodes relate to OV-5 activities

   ----OV-2 needlines relate to OV-5 dataflows

--OV-2 places first order of attention on nodes.  The second order of attention is on the activities within the nodes.

OV-2 Operational Node Connectivity
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OV-3 Operational Information Exchange Matrix

OV-3 expresses relationships across activities, operational elements and information flow.

--Who exchanges (sender)

--What information

--With whom (receiver)

--In what manner (how)

--Why the information is important

OV-3 is in a tabular format display---spreadsheet

OV-3 provides linkage to OV-2

--Sender or receiver relates to OV-2 nodes

--Each IER row relates to an OV-2 needline

OV-3 Operational Information Exchange Matrix

	 
	 
	 
	 
	 
	 
	DATA

	UJTL Number
	AF Task     List
	Event /  Activity
	Information Code
	Sending Node
	Receiving Node
	Format
	Timeliness
	Frequency

	4.1
	 3.1.4
	Data call
	1
	AF CIO Office 
	Functional/AFCS
	Data & Message
	24 hrs.
	As Required

	4.1
	3.1.4
	“
	1
	AF CIO Office
	IT Project 
	Data & Message
	24 hrs.
	As Required

	4.1
	3.1.4
	“
	1
	AF CIO Office
	AF CIO-HUD SPM
	Data & Message
	24 hrs.
	As Required

	4.1
	3.1.4
	“
	1
	AF CIO Office
	MAJCOMs
	Data & Message
	24 hrs.
	As Required

	4.1
	3.1.4
	Data Input
	2
	Functional/AFCS
	AF CIO Office
	Data
	48 hrs.
	Monthly

	4.1
	3.1.4
	“
	2
	MAJCOMs 
	AF CIO Office
	Data
	48 hrs.
	Monthly

	4.1
	3.1.4
	“
	2
	IT Project 
	AF CIO Office
	Data
	48 hrs.
	Monthly

	4.1
	3.1.4
	“
	2
	AF CIO-HUD SPM
	AF CIO Office
	Data
	48 hrs.
	Monthly

	4.1
	3.1.4
	Data or Chart Presentation Criteria
	3
	AF CIO-HUD SPM
	AF CIO Office
	Data
	ASAP
	As Required

	4.1
	3.1.4
	Display Presentation
	4
	AF CIO-HUD System
	AF Portal Users
	Data
	3 mins
	As Required

	4.1
	3.1.4
	System Administration
	5
	AF CIO Office
	AF CIO-HUD SPM
	Data & Message
	24 hrs.
	As Required


OV-5 Activity Model

OV-5 describes applicable activities

Identifies information exchanged between activities (dataflows)

--Including information exchanged with external activities

Information is presented in terms of ICOMs (IDEF 0)

--Inputs

--Outputs

--Controls

--Mechanism

OV-5 places first order of attention on activities and the second order of attention on nodes.

OV-5 Activity Model
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OV-6c  Operational Event or Trace Description

--OV-6c depicts business-process responses to sequencing of events

--Shows how events cause actions at different nodes

--Shows the relative timeline of these actions

OV-6c provides linkage to OV-5 (Activity Model) and OV-2 (Node Connectivity)

--Events relate to the OV-5 activities

--OV-6c nodes relate directly to OV-2 
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OV-7 Logical Data Model

OV-7 describes data associated with information exchanges in the architecture

--Data entities or elements

--Data attributes

--Interrelationships between entities

Necessary for interoperability of shared data

OV-7 provides linkage to OV-5 (Activity Model)

--Not a 1-to-1 mapping with Activity Model

--Entities, elements, attributes relate to OV-5 dataflows

--Indirectly relates back to OV-2 needlines.
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SV-1  System Interface Description

--SV-1 links together the operational and system architecture views

--SV-1 depicts the assignment of systems

--SV-1 depicts the interfaces between systems (comm pathway)

SV-1 provides linkage to OV-2 (Node Connectivity)

--Systems in SV-1 relate to OV-2 nodes

--Comm pathway relates to OV-2 needlines

SV-1 Systems Interface Description
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SV-2  Systems Communication Description

SV-2 details the interfaces in the SV-1

Focuses on physical aspects of needlines

Identifies specific comm elements and services

SV-2 depicts

--The physical systems

--Physical interfaces between systems

SV-2 provides linkage to OV-2 (Node Connectivity)

--Systems relate to SV-2 systems and OV-2 nodes

--Comm pathway relates to OV-2 needlines

SV-2 Systems Communication Description
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SV-6  System Information Exchange Matrix

SV-6 depicts data exchanges between systems within a node and across nodes

--System-specific details

--Focus is on how data exchanges are actually implemented

--Keyed back to the IER it satisfies

--SV-6 is a tabular format display—spreadsheet

SV-6 provides linkage to OV-3 (Information Exchange Matrix)

--Each system information exchange row relates OV-3 information exchange rows and back to OV-2 needlines

SV-6 System Information Exchange
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SV-11 Physical Data Model

The project merely inserts a copy of their physical data model

TV-1  Technical Architecture Profile

TV-1 is a set of rules

--Governing system implementation and operation

--Identifying overarching reference models

--Identifying existing technical guidance

--Standards that apply to system interfaces

JTA-AF compliance assessment:  [https://scd.scott.af.mil/]
TV-1 provides linkage to OV-3 (Information Exchange Matrix.  TV-1 identifies the technical standards that apply to each row of the OV-3.

As of the time of posting, we do not have examples of all views.  Once again, should you require further assistance, please contact SSG Architecture Design.  The C4ISP process is still very dynamic and fluid.  As guidance both at the DoD and Air Force level changes, so will this document.  Please send all comments and suggestions regarding this document to:

Juanita Webster
Comm: 334-416-4926
DSN: 596-5225

E-mail: juanitawebster@gunter.af.mil
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DoD C4ISR Architecture

Framework Views





CONOPS	AV-1 – Overview and Summary Information

CONOPS 	OV-1 – Narrative High Level Operational Concepts

CONOPS	OV-2 – Operational Node Connectivity Description

CONOPS	OV-3 – Operational Information Exchange Matrix

CONOPS	OV-4 – Command Relationships Chart

CONOPS	0V-5 – Activity Model 

CONOPS 	OV-6 (a,b,c) -  Operational Activity

CONOPS	OV-7 – Logical Data Model

CONOPS	TV-1 – Technical Architecture

SRS	TV-1 – Technical Architecture

ID 	AV-2 – Integrated Dictionary – (NEW DOCUMENT)

DD	TV-1 – Technical Architecture

DD	SV-1, 2, 3, 4, 6, 7, 8, 9, 10 (a,b,c) and SV-11 – System Interface, Communication, Matrix, Functionality, 

	Data Exchange Matrix, Performance Parameters Matrix, Evolution Description, Technology Forecast,

	Rules Model, State Transition Description, Event/Trace Description and Physical Data Model

DS	SV-11 –  Physical Data Model

DS	TV-1 – Technical Architecture

RTM	SV-5 – Operational Activity to System Function Traceability Matrix

http://www.c3i.osd.mil/org/cio/i3/AWG_Digital_Library/pdfdocs/fw.pdf

http://www.afcea.org/education/courses/archfwk2.pdf
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CONOPS 	OV-1 – Narrative High Level Operational Concepts

CONOPS	OV-2 – Operational Node Connectivity Description

CONOPS	OV-3 – Operational Information Exchange Matrix

CONOPS	OV-4 – Command Relationships Chart

CONOPS	0V-5 – Activity Model 

CONOPS 	OV-6 (a,b,c) -  Operational Activity

CONOPS	OV-7 – Logical Data Model

CONOPS	TV-1 – Technical Architecture
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DS	SV-11 –  Physical Data Model

DS	TV-1 – Technical Architecture

RTM	SV-5 – Operational Activity to System Function Traceability Matrix

http://www.c3i.osd.mil/org/cio/i3/AWG_Digital_Library/pdfdocs/fw.pdf

http://www.afcea.org/education/courses/archfwk2.pdf
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OV-3

		IER		Sending Node		Receiving Node		Rational/
UJTL Number (CJCSM 3500.04B & AFDD1-1		Event/Action		Information Characterization		Critical		Format		Timeliness		Classification		Media		Data/Media Format		Frequency, Timeliness Throughput

		1		IDB		MDS		SN4.1.1 & AFT 6.1.1.1		IDB User request		Authorization change requests		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		2		TPS		MDS		SN4.1.1 & AFT 6.1.1.1		TPS User request		Authorization change requests		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		3		MIL-PDS		MDS		SN4.1.1 & AFT 6.1.1.1		Time triggered action		Organizational and Air Force Specialty data		yes		Data		60sec to 900sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Weekly

		4		HAF-MDS		MDS		SN4.1.1 & AFT 6.1.1.1		Time triggered action		allocation data, data table information		yes		Data		600sec to 1800sec (request dependent)		U		NIPRNet Base Network		FTP		3 times/year

		5		DCAPES		MDS		SN4.1.1 & AFT 6.1.1.1		MDS request		unclassified deployment requirements and load data		no		Data		60sec to 900sec (request dependent)		U		NIPRNet Base Network		FTP		As required

		6		MDS User		MDS		SN4.1.1 & AFT 6.1.1.1		MDS User request		Authorization change requests		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		18 (SV-1 only)		MDS		MDS		SN4.1.1 & AFT 6.1.1.1		Application System Manager		Data exchanged between MDS databases. (Example:ANG & AGR requirement and authorization  data, MDS Central data)		yes		Data		60sec to 900sec (request dependent)		U		NIPRNet Base Network		SQL*Net		As required

		8		MDS		CHRIS/CID		SN4.1.1 & AFT 6.1.1.1		MDS Response CHRIS/CID User		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		9		MDS		WBITS		SN4.1.1 & AFT 6.1.1.1		WIBITS User		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		10		MDS		ODBC		SN4.1.1 & AFT 6.1.1.1		MDS Response MDS User request		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		11		MDS		IDB		SN4.1.1 & AFT 6.1.1.1		MDS Response IDB User request		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		12		MDS		TPS		SN4.1.1 & AFT 6.1.1.1		MDS Response TPS User request		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		13		MDS		MIL-PDS		SN4.1.1 & AFT 6.1.1.1		Time triggered action		Manpower data		yes		Data		5 sec to 900sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Weekly

		14		MDS		HAF-MDS		SN4.1.1 & AFT 6.1.1.1		Time triggered action		Unit authorization data		yes		Data		600sec to 5400sec (request dependent)		U		NIPRNet Base Network		FTP		Monthly

		15		MDS		DCAPES		SN4.1.1 & AFT 6.1.1.1		DCAPES Request		MDS authorization data, in-place wartime requirements		no		Data		60sec to 900sec (request dependent)		U		NIPRNet Base Network		FTP		As required

		16		MDS		DCPDS		SN4.1.1 & AFT 6.1.1.1		Time triggered action		MDS authorization		no		Data		60sec to 900sec (request dependent)		U		NIPRNet Base Network		FTP		Weekly

		7		MDS		MDS User		SN4.1.1 & AFT 6.1.1.1		MDS Response to user		Manpower data		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		SQL*Net		Daily, Hourly

		19		MDS		MANPER-B		SN4.1.1 & AFT 6.1.1.1		MDS User request		unclassified manpower authorization force structure information		no		Data		5 sec to 600sec (request dependent)		U		NIPRNet Base Network		Air Gap,
Diskette		As required





IER

		0V-3 Manpower Data Systems
Information Exchange Requirements (IER)

		IER #		Sender		Receiver		Media		Size		Duration		Sys Critical		Encrypted/
Security		Frequency

		1		Human Resource Integrated Database		MDS Server		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		2		Training Processing System		MDS Server		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		3		Headquarters Air Force Personnel Data System		MDS Server		Database		Var. 1kb - 20mb +				Yes		no / SU		Weekly

		4		Headquarters Air Force Manpower Data System		MDS Server		FTP		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		5		Deliberate and Crisis Action Planning and Execution Segments		MDS Server		FTP		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		6		Base level User		MDS Server		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		7		MDS server		MDS Server		Database		Var. 1kb - 20mb +				Yes		no / SU		Monthly

		8		MDS Server		Centralized Integrated Database		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		9		MDS Server		Web Based Integrated Training System		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		10		MDS Server		Manpower Access Reporting System		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		11		MDS Server		Human Resource Integrated Database		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		12		MDS Server		Training Processing System		Database		Var. 1kb - 20mb +				Yes		no / SU		As Req.

		13		MDS Server		Headquarters Air Force Personnel Data System		Database		Var. 1kb - 20mb +				Yes		no / SU		Weekly

		14		MDS Server		Headquarters Air Force Manpower Data System		FTP		Var. 1kb - 20mb +				Yes		no / SU		Monthly

		15		MDS Server		Deliberate and Crisis Action Planning and Execution Segments		FTP		Var. 1kb - 20mb +				Yes		no / SU		Monthly

		16		MDS Server		Defense Civilian Personnel Data System		FTP		Var. 1kb - 20mb +				Yes		no / SU		Weekly

		19		MDS Server		Manpower and Personnel-Base		Diskette		Var. 1kb - 20mb +				Yes		no / SU		As Req.





Interfaces

		System Information Exchange Matrix

		#		System		Full Name		Owner		Frequency		Security		Media		Direction

		1		CID		Centralized Integrated Database		AFMC		As Required		SU		Database		Read

		2		WBITS		Web Based Integrated Training System		HQ AFRC/SGS		As Required		SU		Database		Read

		3		MARS		Manpower Access Reporting System		AFMIA		As Required		SU		Database		Read

		4		IDB		Human Resource Integrated Database		AFMC		As Required		SU		Database		Read/Write

		5		TPS		Training Processing System		AETC		As Required		SU		Database		Read/Write

		6		HAF-PDS		Headquarters Air Force Personnel Data System		HQ Air Force		Weekly		SU		Database		Read/Write

		7		HAF-MDS		Headquarters Air Force Manpower Data System		HQ Air Force		Monthly		SU		FTP		Inbound & Outbound

		8		DCAPES		Deliberate and Crisis Action Planning and Execution Segments		ESC		Testing/
TBD		SU		FTP		Inbound & Outbound

		9		DCPDS		Defense Civilian Personnel Data System		AFPC		Weekly		SU		FTP		Outbound

		10		MANPER-B		Manpower and Personnel-Base		AFPC		As Required		SU		Air gap		Outbound





SV-6

				System Element		Inputs												System Functions		Outputs

						Source System or System Element		Content		Media		Data/Media Format		Security Level		Frequency, Timeliness Throughput				Destination System or System Element		Content		Media		Data/Media Format		Security Level		Frequency, Timeliness Throughput

				Project		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU		Daily, Hourly		To make changes to the Authoization, Peacetime and Wartime tables				Data		DISA/ DECC LAN		SQL*Net		SBU		Daily, Hourly

				History		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU		Daily, Hourly		Access Historical data				Data		DISA/ DECC LAN		SQL*Net		SBU		Daily, Hourly

				Resource		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU		Daily, Hourly		Access resource info				Data		DISA/ DECC LAN		SQL*Net		SBU		Daily, Hourly

				MDS Data		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU		Daily, Hourly		Access Manpower Info				Data		DISA/ DECC LAN		SQL*Net		SBU		Daily, Hourly

				System Manager		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU		Daily, Hourly		Access to Maintenance of database				Data		DISA/ DECC LAN		SQL*Net		SBU		Daily, Hourly

				Inter Command Transfer		MDS Oracle Client		Data		NIPRNet Base Network		SQL*Net		SBU								Data		DISA/ DECC LAN		SQL*Net		SBU
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