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Combined Test Forces Guide

1.0 Scope

1.1 Purpose

The purpose of this guide is to present the options and related guidance on the use of the Combined Test Force (CTF) in satisfying the test requirements for a system or project.  All systems must use CTF or obtain a waiver that exempts them.  To document both the present process and the CTF concept in SEP format as separate processes, or attempt to intermingle with applicable decision points to guide one through the process would make things too cluttered and complex.  Because of this and the fact the basic test requirements defined in the SEP must be satisfied regardless of concept, the approach is to retain the current concept in its present form, and use this guide for CTF--combined testing (i.e., combining two or more test phases).  To eliminate duplication is one of the principle objectives of CTF, and when this occurs the requirements for the two phases are combined for purposes of test planning, execution, and reporting.  That is to say that separate plans, descriptions, and reports will not be required, but instead one set of documents will be required for the ‘combined’ test phase.

1.2 Definition

What is CTF?  The Combined Test Force (CTF) is a method for testing systems as a continuum--throughout acquisition and development and up to dedicated operational test.  The CTF team is led by a test professional, and is composed of key members representing the SPO, functional area, development, security, and others with a test interest in a project.  Additionally, AFOTEC representatives will participate as members for any project with operational test requirements.  CTF members are active participants in all test activities, and use their corporate knowledge to focus integrated team efforts on management, planning and preparation, testing, evaluation, and reporting of all Development Test and Evaluation (DT&E).  The CTF may culminate with DT&E, or it may continue in a support role with the Operational Test Agency (OTA) conducting operational testing.  

1.3 Background

The CTF concept was initially established for use in acquiring large-scale weapon systems.  One of the primary objectives was combined testing--to combine DT&E and Operational Test & Evaluation (OT&E) testing.  This resulted in the elimination of duplication, more thorough and effective planning, refined requirements, and early detection/correction of problems.  These all combine to provide savings of time and resources, and result in improved quality.  Within the SSG, we have the same objectives, but our environment is different.  By far the majority of our systems do not require formal operational testing; however, when required, use of the CTF concept provides the opportunity to take full advantage of combining DT and OT.  We have a multi-phase process for DT&E, tailored to the software development/maintenance process, and each phase has a specific purpose.  Some of the test functions within this process may be combined, or processed in parallel with varying degrees of overlap, and when this occurs, a savings in time and resources may result.  However, another significant benefit results from having test personnel involved up front--to define test strategy and help identify and refine test requirements (e.g., Interoperability, Certificate of Networthiness (CON), Interim Authority To Operate (IATO), Certificate To Operate (CTO), etc.) for initial test planning efforts.  These are the types of requirements that can easily be overlooked by project personnel, and to do so will generally play havoc with the schedule late in the development cycle.  Having a team with the right make-up, and early involvement in the program will result in a more complete set of requirements to be addressed in the test planning effort.  

1.4 Use

The CTF concept must be used by all systems in SSG unless a waiver is approved by the Executive Director.  Project Managers should take advantage of lessons learned with each release to further refine and enhance the effectiveness of the approaches being used.    

1.5 CTF Tasks

A CTF provides a structured environment to facilitate the test process.  Essentially, CTF tasks fall into three areas:

1.5.1 Perform test planning, execution, and reporting

The primary mission of a CTF is to perform test planning, execution, and reporting.  CTFs also increase the quality and decrease the time for discrete testing phases by coordinating test events and data requirements between test agents (for developmental test, interface test, interoperability, system security, network risk assessment (NetRA), etc.).  In addition, a CTF may focus test events using risk-based testing approaches.  Risk-based testing concentrates on the aspects of the system which provide the most critical functionality and performance.

1.5.2 Provide early and continuous involvement in the development process

The CTF should be involved early and continuously throughout the acquisition and   development process.   The CTF will facilitate spiral development by providing a structured environment for evaluating technology insertion efforts, on-going designs, and prototypes.  The structured environment should provide a disciplined approach for the assessments and evaluations without stifling creativity.  The process will help identify defects early in the design process rather than during the final stages of a release or worse still, after the system has been fielded.

1.5.3 Facilitate the requirements process

CTFs use results from all aspects of the test program to help drive requirements for the next iteration/development increment.  Early and continuous CTF involvement allows for more effective feedback to help the user refine requirements.  CTFs also act to ensure development and operational requirements are consistent and testable.  CTFs will help to ensure that system increments have well-defined and testable requirements, and to refine and evolve those requirements, including recommending deferred capabilities based on test results.

1.6 Benefits

By being involved early and continuously throughout the software development process, a CTF helps prevent defects in a system (by a better understanding of the requirements), identifies problems, and introduces significant and effective testing early in the development process.  Key objectives are to eliminate redundancy, reduce risks, and improve quality.  The overall CTF strategy is to help ensure quality is built into a system, not to inspect defects out. 

1.7 CTF Costs

There is sometimes the perception that CTF costs more than conventional methods.  This should not be the case.  Normally, what actually happens is that early involvement by test personnel results in a better definition of test requirements and the identification of  ‘better practices’ that have application and their use is determined to be justified.   These are not CTF-driven costs, but since they were identified as a part of the CTF effort, CTF usually gets tagged with the added costs.  Test personnel will devote more time to the system/project than would be the case under the conventional method, and the results will likely be an increase in costs; however, experience has proven this effort to be a wise investment with paybacks far outweighing the added expense. 

2.0 Test Methodologies 

2.1 Systems Engineering Process (SEP)

The SEP provides a structured, multi-phased environment for development/acquisition.  Within this framework, testing has been inserted at key points to complement and support the development cycle.  For example, unit testing occurs following coding; integration testing occurs as the pieces are brought together; functional system testing (FST) validates user requirements and occurs after construction is complete.  QT&E I tops off the lab-type testing with an overall view of things that must be accomplished by others (i.e., functional certification, security, etc., and operability-type testing (i.e., release load/implementation, backup/recovery, etc.).  Field testing (QT&E II), where the system is exposed to live operations will usually occur for new systems and major modifications/enhancements to existing systems.  The significance of this review is to point out that testing occurs at specific points and for specific purposes within the development lifecycle and this may limit the extent by which testing can be combined.

2.2 Test process requirements

The test processing requirements as defined by the SEP must continue to be satisfied when CTF is used; however, when testing is combined (e.g., unit and integration testing), only one set of documentation (i.e., TP, TD, and TR) will be required.  When this occurs, it must be reflected in the CTF Charter as part of the test strategy, and as part of the tailoring process.  A likely scenario would be to tailor one set of the documentation out, and perhaps tailor the other set up.

2.3 Combined testing

For purposes of this guide, combined testing occurs when the requirements from two different test phases are combined as one, such that planning and preparation, execution, and reporting can be accomplished as a single test phase.

2.4 Parallel testing

For purposes of this guide, parallel testing occurs when two different test phases are planned separately, then execution occurs separately, but at the same time.

2.5 Serial testing

For purposes of this guide, serial testing occurs when requirements remain segmented for the individual test phases, test planning and preparation for the individual phases occurs separately, and execution and reporting is accomplished in serial mode (i.e., one after the other).

 2.6 CTF testing

One of the major benefits of CTF is combined testing.  This is true for the large programs with an operational test requirement, thus affording the opportunity to combine DT and OT testing.  For SSG systems with OT requirements, we can realize those same type benefits; however, the majority of SSG systems do not have OT requirements.  This does not mean there are not significant gains to be realized with the CTF concept.  One of the most significant benefits in this environment is having the CTF team with its wide range of knowledge and expertise involved as a test entity up front in the development lifecycle, helping to ensure a full set of requirements is identified and available for test planning purposes.  This will also provide a solid foundation for the development of a test strategy that may employ any or all forms of testing (i.e., combined, parallel, serial, or some combination of all three).  The idea is to recognize the SSG environment differs from that surrounding a major weapon system acquisition, but we can still realize significant benefits through the use of the CTF concept.  The CTF team will be expected to recognize the differences, explore all options, and establish a strategy that maximizes the benefits available through the use of CTF.   

3.0 Formation

3.1 CTF implementation

The Executive Director mandated the use of CTF for all systems.  Exceptions require a waiver approved by the director.  (Refer to the SEP waiver procedure for waiver request instructions).  SEP procedures have been modified to require the Program Manager, Project Manager and the Test Director to initiate actions to activate the CTF.  This includes identifying the milestone dates for the Initial Operational Capabilities (IOC), and Full Operational Capability (FOC).

3.2 CTF activation

If an existing CTF can satisfy the need, the team is activated and team activities begin by initiating a review and update of the team charter.  If no standing CTF can satisfy the need, the Test Director, serving in the capacity of the CTF Director, will begin the formation of the team by appointing a Test Manager, and initiating joint activities with the PM to develop a CTF charter. 

3.3 Operational capabilities

Once the decision is made to use CTF, work should begin immediately to establish the following operational capabilities.

3.3.1 Initial Operational Capability (IOC)

The IOC is achieved when the Charter has been signed, and initial resources have been identified and are available to work test issues.  

3.3.2 Full Operational Capability (FOC)

The FOC is obtained when all team personnel have been identified and are available to participate as team members working test issues.  

4.0 Organization

4.1 CTF Team

The entire CTF process hinges on the CTF Team.  The team will serve as the focal point for all test activity, and should be established early in the development lifecycle to help ensure an accurate and complete set of requirements is available, and to begin the test planning and preparation effort.  The size of the team will be determined during chartering and will ebb and flow with other resources through different phases, depending on requirements.  The CTF will adapt to changing personnel requirements for different systems and different phases.  To be successful, team members must work together and function as a team.  They will be expected to operate under the following broad principles:

      a. Teamwork, trust, and integrity

      b. Open discussions with no secrets

      c. Qualified, empowered team members

      d. Consistent, success-oriented, proactive participation

      e. Continuous ‘up the line’ communications

      f. Reasoned disagreement

      g. Issues raised and resolved promptly

4.2 Membership

CTF membership will include representatives from the SPO, the functional area (may also be from the SPO, but is intended to represent the functional area vice the programmatics for the program or project), development (including contractors as applicable), security, performance, and representatives from Quality Assurance Test and Evaluation.  Other members will usually include AFOTEC if the program/project has an operational test (OT) requirement.  Membership may also include stakeholders such as a representative of the air staff functional manager for the program/project, MAJCOMs, AFCA, JITC, and others with an interest and a desire to participate.  Specialists considered as experts in specific areas (e.g., security, networking, automated test tools, C4ISP, etc.) may be identified as supporting members, but will only participate when called upon to help with issues in their area of expertise.

4.3 CTF Leadership

The CTF is to be led by a test professional.  If a Responsible Test Organization (RTO) has been approved for the program/project, then the RTO will serve as the CTF Director.  Otherwise, the Quality Assurance Test and Evaluation Test Director for the application area will serve as the CTF Director.  The Director serves as the primary interface between the CTF and the program office.  Other responsibilities include coordination of test events among different organizations.  Additional duties include the management of the CTF for administrative matters, and coordinating with other agencies on support matters.  Different CTF participants lead the testing effort depending on the phase of testing.  The roles and responsibilities listed in the CTF charter should identify how the test effort lead changes over the course of the systems development.  A CTF is a highly integrated organizational partnership that maintains individual organization reporting chains.  The CTF Director reports through the test chain of command although there is accountability to the program manager for development test planning, execution, and reporting, and the cost/schedule of these activities.

4.4 CTF Charter

The CTF Charter [QATM004] is a most significant document that will guide many of the efforts of the team.  It identifies the CTF membership, the roles and responsibilities of the CTF participants, and details the rules of engagement.  The rules of engagement include intra-CTF relationships and conduct as well as a relationship to the overall program.  Additionally, the Charter will address the SEP tailoring as a direct result of using CTF for the program/project (i.e., combining test phases, tailoring of documentation, etc.).  

4.5 Roles and Responsibilities

The roles & responsibilities are briefly addressed here, and while there is room for flexibility, the roles must be specifically defined in the charter.  All CTF members are responsible for coordination on and participation in document reviews and activities for which they are not assigned leadership responsibilities.  Additionally, the test effort lead for the various test phases will change over the course of the development lifecycle.  One person may serve in one or more roles and fulfill one of more sets of responsibilities for a CTF.  These roles and responsibilities are not all inclusive and other roles and responsibilities may be needed for a particular CTF.  Not all roles and responsibilities are performed for all CTFs, and may be omitted from a CTF by charter agreement.  The following briefly describes the responsibilities for the positions listed.

4.5.1 CTF Director

Test Directors are normally assigned test responsibilities for a group of systems, where feasible, those systems belonging to an SSG 2 letter.  Within an assigned group, Test Managers will be assigned to the individual systems.  While direct participation of the Test Director can occur, management, oversight, guidance, and other needed support are normally provided by the Test Manager.  The following is a list of responsibilities to be shared by the Test Director and Test Manager.  

      a. Serve as lead facilitator for planning, execution, and reporting of CTF Testing 

          (1) Coordinate test events 

          (2) Manage and administer CTF

          (3) Act as CTF focal point to the Single Manager (or SPO) 

      b. Chair test strategy working groups

      c. Support the development of a set of test objectives

      d. Responsible for accomplishing the test objectives of the test program 

      e. Provide CTF coordinated recommendation to proceed to next event

      f. Chair test readiness reviews internal to the CTF to determine its readiness to proceed to the next CTF test event.  

      g. Chair T&E debriefs and provide CTF coordinated input to the Program Office on the test execution portion of the Integrated Master Schedule.

4.5.2 Test Manager

See the preceding paragraph.

4.5.3 SPO Representative

The SPO representative will bring strategic focus to the test program’s planning activities.  The incumbent will require an understanding of program management methodologies, accountability, and reporting.  Additionally, the incumbent will require a thorough knowledge of program requirements and specifications, understand the operational environment and requirements, be knowledgeable of certification requirements, and any other requirements applicable to the functional area.  Roles and responsibilities are as follows:

      a. Manage and defend the project test schedule, budget, and resources with the participation of the Test Manager

      b. Establish and maintain a library of program documentation (e.g., PMD, ORD, MNS, TEMP, CONOPS, Plans, Reports, Meeting Minutes, Action Item Report, etc.)

      c. Lead the development, maintenance, and administration of the TEMP

      d. Support development of test objectives

      e. Support test planning, execution, and reporting

4.5.4 Project Test Leader

The project test leader is to be recognized as the expert on functional matters pertaining to the project.  The incumbent will require a thorough knowledge of the requirements and specifications, understand the operational environment and requirements, be an authority on applicable functional standards, certification requirements, and any other requirements applicable to the functional area.  Roles and responsibilities are as follows:

      a. Serve as the focal point for all functional matters; include questions, requirements, certifications, etc.  Review/update requirements as applicable.

      b. Support test planning, execution, and reporting as needed.

      c. Be responsible for conducting Functional Systems Testing (FST), to include interoperability testing/certification.

      d. Support development of test objectives.

      e. Provide and manage users/testers to support the test effort.

4.5.5 Security Representative

The security representative will normally be the Project Security Manager (PSM), and will be responsible for all security matters.  The incumbent will require a thorough knowledge of the requirements and specifications, understand the operational environment and requirements, applicable functional standards, certification requirements, and any other requirements applicable to the functional area.  Roles and responsibilities are as follows:

      a. Serve as the focal point for security matters.

      b. Participate as a member of the System Security Working Group (SSWG), as defined in the SEP, and coordinate Security Test & Evaluation (ST&E) activities with the other members of the CTF.

      c. Support development of ST&E test objectives as pertains to the other test phases.

      d. Be responsible for conducting ST&E.

4.5.6 Performance Engineer

The performance engineer will be the focal point for system performance matters.  The incumbent will require a thorough knowledge of the requirements and specifications, understand the operational environment, workloads, constraints and limitations, and other factors that may limit or enhance performance.  Additionally, an understanding is needed of applicable functional standards, certification requirements, and other requirements applicable to the functional area.  Roles and responsibilities are as follows:

     a. Serve as the focal point for performance matters.     

     b. Support development of performance test objectives as pertains to other test phases.

     c. Support test planning, execution, and reporting.

     d. Be responsible for conducting performance testing.

4.5.7 Development Representative

The development representative should have a thorough knowledge of the automated tools supporting development, have a good understanding of overall requirements, understand the operational environment and requirements, be an authority on applicable development standards, understand certification requirements, and any other requirements applicable to software development for the program.  Roles and responsibilities are as follows:

      a. Serve as the focal point for all matters pertaining to development, including requirements, standards, certifications, etc. 

      b. Support development of test objectives.

      c. Support test planning, execution, and reporting as needed.

      d. Be responsible for conducting Unit and Integration testing.

4.5.8 Operational Test Agency (OTA)        

The Air Force Operational Test & Evaluation Center (AFOTEC) will generally serve as the OTA for SSG Programs.  The AFOTEC representative is to be recognized as the expert on matters pertaining to operational testing.  The incumbent will require a thorough knowledge of the requirements and understand applicable standards, certification requirements, and other requirements applicable to the program.  Roles and responsibilities are as follows:

      a. Provide OT objectives to the CTF

      b. Support the development of a set of test objectives

      c. Responsible for accomplishing the OT objectives of the test program

      d. Minimize the need for independent test phase in order to satisfy OT test needs as dictated by USC Title 10 or Air Force directives.

      e. Report OT perspectives in the CTF test report

      f. Defines test responsibilities with PTO OTAs to provide seamless CTF planning and execution activities.

4.5.9 Stakeholders

Stakeholders can normally be defined as those personnel or representatives of offices external to SSG that are interested in the program/project goals, determining project success, and specifying and interpreting program requirements.  Example stakeholders may include a representative of the Air Staff agency that owns the program, AFCA, MAJCOMs, etc.  Roles and responsibilities should be established as the individual stakeholders are identified; however, the following general areas are provided:

      a. To consult and advise

      b. To aid in staffing and approval of program documentation.

      c. To support the goals and objectives of the CTF

      d. To support test planning, execution, and reporting.

4.5.10 Specialists

Specialists will be identified for various areas, depending on the nature of the program, for advice and consultation.  Additionally, specialists may be tasked for work-efforts of short duration, but anything beyond this will require the approval of their supervisor.  Specialists are considered experts in their areas, and are to be on-call to support the CTF; however, their support should be scheduled if possible.  Potential functions to be performed include: provide training/orientation, provide advice and guidance, analyze and resolve problems, etc.  Examples of specialist areas includes:  networking, automated test tools, C4ISP, etc.

4.6 Resources

CTF operating costs are identified and documented in the SLA or SLA/A.  These costs will include test planning, test execution, documentation evaluation, network evaluation and/or risk assessment, and reporting functions, as well as any unique care and feeding costs for the CTF.  The CTF Director should identify requirements for the Request for Proposal (RFP), and/or Engineering Change Proposals (ECP), and a cost for contractor participation in the CTF for software developed/supported by contractors.  For sustainment systems, contractor costs for CTF participation will be incorporated in the vendor contract at the earliest opportunity.  Problems that arise in obtaining contractor participation should be worked with the contracting officer.  Problems or issues that arise between government organizational elements should be resolved through the 3ltr office chiefs, and then the 2ltr office chiefs, if necessary.
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