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Section 2

Security Policy Template
"Security Policy.  The Certification Team shall develop a security policy.  The policy shall include security requirements for all disciplines of security i.e. INFOSEC, TEMPEST, COMSEC, OPSEC, Physical Security, Procedural Security, Personnel Security and COMPUSEC.  The policy shall follow the guidance published by DISA and NSA.  The Security Policy shall individually state each security requirement for the system and all systems under its defined control to insure the postulated security environment is adhered to.  The Security Policy shall follow the format specified in AFSSI 5024 Vol I.  Any changes to the format or content shall be approved by the contracting office."

Section 2:  System Security Policy.

2.0.  Purpose  
2.1.  Applicability and Scope  

2.2.  Roles and Responsibilities  
2.2.1.  Designated Approving Authority (DAA)  

2.2.2.  Certifying Official  

2.2.3.  Computer Systems Manager (CSM) 

2.2.4.  Computer Systems Security Officer (CSSO)   

2.2.5.  Users    

2.3.  System Information:
2.3.1.  Security Mode of Operation  

2.3.2.  Accreditation Boundary  

2.3.3.  System/Data Criticality  

2.4. References:
2.4.1.  Department of Defense Documents  

2.4.2.  Air Force Documents  

2.4.3.  Other Documents  

2.5.  System Security.
2.5.1.  Introduction:
2.5.2.  Security Requirements.
2.5.2.1.  Availability  

2.5.2.2.  Integrity:

2.5.2.2.1.  Data Integrity  

2.5.2.2.2. System Integrity  

2.5.2.3.  Confidentiality  

2.5.2.4.  Access Control  

2.5.2.5.  Accountability:

2.5.2.5.1.  Authenticity  

2.5.2.5.2.  Non-Repudiation  

2.5.2.6.  Security Management  

2.5.3.  Operational Services.
2.5.3.1.  Accountability:

2.5.3.1.1.  Events and Information to be Audited  

2.5.3.1.2.  Automated or Manual Audit  

2.5.3.1.3.   Retention of Audit Records  

2.5.3.1.4.  Time-out Policy  

2.5.3.1.5.  Audit Review  

2.5.3.1.6.  Protection of Audit Files  

2.5.3.2.  Access Control:

2.5.3.2.1.  Method of Access Control  

2.5.3.2.2.  Password Length  

2.5.3.2.3.  Password Generation  

2.5.3.2.4.  Password Destruction 

2.5.3.2.5.  Password Protection  

2.5.3.2.6.  Changing Passwords  

2.5.3.2.7.  Password Lock-outs  

2.5.3.2.8.  Password Classification  

2.5.3.2.9.  Password Disclosure  

2.5.3.2.10.  Password Manager Requirements  

2.5.3.2.11.  System Manager and User Privileges  

2.5.3.2.12.  Remote/Dial-up Access  

2.5.3.3.  Personnel Security:

2.5.3.3.1.  Security Clearances  

2.5.3.3.2.  Need to Know  

2.5.3.3.3.  Authorization for Categories  

2.5.3.4.  Physical Security:

2.5.3.4.1. Entry Controls to the Computer Facility  

2.5.3.4.2.  Entry Controls to Remote Terminals  

2.5.3.4.3.  Resource Protection  

2.5.3.4.4.  Physical Resource Protection  

2.5.3.4.5.  Logical Resource Protection  

2.5.3.4.6.  Policy for Protection of Support Systems  

2.5.3.5.  Hardware/Software:

2.5.3.5.1.  Volatility of Electronic Memory Components  

2.5.3.5.2.  Non-removable Magnetic Media  

2.5.3.5.3.  System Architecture  

2.5.3.5.4.  DGSA Compliance  

2.5.3.5.5.  Y2K Compliance  

2.5.3.5.6.  Security Testing  

2.5.3.6.  Contingency Planning:

2.5.3.6.1.  Contingency Plans  

2.5.3.6.2.  Backup and Recovery  

2.5.3.6.3.  Emergency Response  

2.5.3.6.4.  Exercising and Testing 

2.5.3.7.  Marking and Labeling:

2.5.3.7.1.  Marking and Labeling  

2.5.3.7.2.  Automated Marking  

2.5.3.7.3.  Manual Marking  

2.5.3.7.4.  Marking Storage Media  

2.5.3.7.5.  Marking Output Products 

2.5.3.7.6.  Internal Files Marking  

2.5.3.7.7 Marking Peripheral Devices  

2.5.3.8.  Maintenance:

2.5.3.8.1.  Maintenance on Hardware Devices  

2.5.3.8.2.  Software Maintenance  

2.5.3.9.  Configuration Management  

2.5.3.10.  Declassification and Destruction:

2.5.3.10.1.  Purging and Clearing of Storage Media  

2.5.3.10.2.  Declassification and Destruction of Hardware Devices 

2.5.3.10.3.  Declassification and Destruction of Storage Media  

2.5.3.10.4.  Declassification and Destruction of Output Products 

2.5.3.11.  Communication Security (COMSEC)  

2.5.3.12.  Emission Security (EMSEC)  

2.5.3.13.  Incident Handling:

2.5.3.13.1.  Response  

2.5.3.13.2.  Reporting 

2.5.3.13.3.  System Sanitization  

2.5.3.14.  Accreditation:

2.5.3.14.1.  DAA Accreditation Requirements  

2.5.3.14.2.  Accreditation Documentation  

2.5.3.14.3.  Reaccreditation  

2.5.4.  Training and Awareness  

2.5.5.  Documentation:
2.5.5.1.  Security Features User’s Guide  

2.5.5.2.  Trusted Facility Manual  

2.5.5.3.  Test Documentation  

2.5.5.4.  Design Documentation  
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Appendix

      Service-Level Agreement:

Note: Give each SLA a different attachment number and renumber outline accordingly (i.e., the first SLA will be numbered A1.x through A1.xx, the second SLA will be numbered 2A2.x through 2A2.xx, etc.).

A1.0.  Purpose.

A.1.1.  System Description and Its Intended Use.

A1.1.1.  Description of System/Network  

A1.1.2.  Description of Interfaces 
A1.1.3.  Intended Use of Each System  
A1.2.0.  Authorities.

A1.2.1.  Identification and Location of Cognizant IP Offices 

A1.2.2.  Identification of DAAs  

A1.2.3.  Conflict Resolution Authority  

A1.3.  Classification of the Systems/Users.

A1.3.1.  Classifications/Categories Stored  

A1.3.2.  Classifications/Categories Transmitted  

A1.3.3.  User Security Clearance Level(s)  

A1.4.0.  Jurisdictions.

A1.4.1.  Procedures for Notification of Changes in the Information System  A1.4.2.  Procedures for Notification in Case of Security Violations  

A1.4.3.  Procedures for Notification in Case of Security Incidences  

A1.5.  Connection Rules.

A1.5.1.  Pre-Connection Requirements  

A1.5.2.  Accreditation Criteria  

A1.5.3.  Required Evidence of Accreditation of Connected System(s)  

A1.5.4.  Recertification/Reaccreditation Requirements  
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