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Section 3

Threat/Vulnerability Assessment Report Template
"Risk Assessment.  The Certification Team shall develop a Risk Assessment which defines the sensitivity of the data being processed on the system, establishes the system threats, projects likelihood of attack, identifies the specific and general vulnerabilities, presents countermeasure options, including cost trade-off analysis, to mitigate the system risk to operate."

Section 3:  Threat/Vulnerability Assessment Report.

3.0.  Introduction:

3.1.  Sources  

3.2.  Scope, Assumptions, Constraints, and Dependencies:

3.2.1.  Scope  
3.2.2. Assumptions  
3.2.3.  Constraints  
3.2.4.  Dependencies  
3.3. Risk Assessment Methodology:

3.3.1.  Vulnerability Identification  

3.3.2.  Threat Identification  

3.3.3.  Risk Evaluation  

3.3.4.  Countermeasure Recommendations  

3.3.5.  Impact  
3.4.  Risk and Countermeasure Identification:

3.4.1.  Password Management:

(Note: Use the following sub-paragraphs for each vulnerability noted in each of the subject areas under Risk & Countermeasures Identification)
3.4.1.1.  Vulnerability Identification  

3.4.1.2.  Threat Identification  

3.4.1.3.  Countermeasure Recommendations  

3.4.1.4.  Impact  

3.4.2.  Remote Computing (login, audit, and processing):

3.4.3.  Access Control:

3.4.4.  Configuration Management:

3.4.5.  System Services:

3.4.6.  Internet Connectivity:

3.4.7.  Modem Connectivity:

3.4.8.  Databases:

3.4.9.  System Auditing:

3.5.  Conclusions and Recommendations:

3.5.1.  Recommendations  

3.5.2.  Security Areas Requiring Further Assessment  

3.5.3. Conclusions 

3.5.4. Certifying Official Approval Page  
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Attachment:
       Threat/Vulnerability Worksheet  

       Threat/Vulnerability Quick Reference Chart  
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