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Section 4

Security Certification and Accreditation Plan Template
"Security Certification and Accreditation Planning.  The Certification Team shall develop a Security Certification and Accreditation Plan.  The C&A plan shall define all tasks and processes required to certify and accredit the system and related systems for operation.  The  C&A plan shall define all roles and responsibilities for AF and DOD organizations whose authorization is required for approval to operate.  The C&A plan shall follow the guidance of AFSSI 5024 and the Certification and Accreditation Process Handbook developed by NSA published under NCSC-TG-031.  The team shall use the format provided in Appendix B to this document.  Any changes to the format or content shall be approved by the contracting office."

Section 4:  C&A Plan.

4.0  Introduction:

4.1.  Scope  

4.2.  Degrees of Assurance  

4.2.1.  Data Sensitivity Weighs  

4.2.2.  Availability Assurance Factors  

4.2.3.  Integrity Assurance Factors  

4.2.4.  Confidentiality Assurance Factors  

4.2.5.  Accountability Assurance Factors  

4.2.6.  Assurance Ranges  

4.2.7.  System Life Cycle Status  

4.3.  Certification Type  

4.4.  Roles and Responsibilities:

4.4.1.  Designated Approving Authority (DAA) 

4.4.2.  Certifying Official  

4.4.3.  Certification Team Members  

4.4.4.  Security Working Group   

4.4.5.  Supporting Organizations  

4.5.  Certification and Accreditation Approach  

4.6.  Certification and Accreditation Tasks/Schedule:

4.6.1.  Pre-Certification  

4.6.2.  Certification  

4.6.3.  Accreditation  

4.6.4.  Post-Accreditation  

4.7  DAA Approval Page.tc "4.7  DAA Approval Page" \f C \l 2
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Appendix

        Interim Accreditation Action Plan.


A1.0.  Introduction.

A1.1.  Critical Mission Description  

A1.2.  System Contribution to Mission  

A1.3.  Operational Restrictions to Lessen Risk  

A1.4.  Classifications/Categories of Information  

A1.5.  Security Clearance Level(s) and Authorized Categories of Users  

A1.6.  Viability of Other Options/Capabilities  

A1.7.  Tasks Not Satisfactorily Completed  

A1.8.  Revised C&A Plan/Schedule:
A1.8.1.  Plan of Action to Complete Accreditation Requirements  

A1.8.2.  Resources Required  
A1.8.3.  Specific Timeline for Meeting Each Objective  

A1.9.  DAA Approval Page  
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