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Section 5

System Security Architecture Template
"Security Architecture Document.  The Certification Team shall develop a Security Architecture document for the system facilities and all related systems.  The security architecture shall define the security posture in terms of the implementation to the separate security disciplines.  The architecture shall define physical interfaces and show logical data flow.  The architecture shall also define explicitly all hardware and software  for each system.  The team shall map the security requirements defined within the System Security Policy to support each architecture specification.  The mapping shall be included as an appendix to the Security Architecture document."

Section 5:  System Security Architecture.

5.0.  Introduction:

5.1.  Purpose  
5.2.  Scope  

5.3.  Physical Description 

5.3.1.  Location  

5.3.2.  Building Description  

5.3.3.  System/Network Description  

5.3.3.1.  Cabling  

5.3.3.2.  Interfaces  

5.3.3.3.  System Components  

5.4.  Security Requirements

5.4.1.  Availability  

5.4.2.  Confidentiality  

5.4.3.  Integrity:
5.4.3.1.  Data Integrity  

5.4.3.2.  System Integrity  

5.4.4.  Accountability:

5.4.4.1.  Authentication  

5.4.4.2.  Non-Repudiation  
5.5.  Operating System Security Mechanisms

5.5.1.  Security Policy:
5.5.1.1.  Discretionary Access Control (DAC)  

5.5.1.2. Object Reuse  

5.5.1.3.  Labels  

5.5.1.4.  Mandatory Access Control (MAC)  

5.5.2.  Accountability:
5.5.2.1.  Identification and Authentication (I&A)  

5.5.2.2.  Audit  

5.5.3.  Assurance:
5.5.3.1.  Operational Assurance  

5.5.3.2.  Life-Cycle Assurance  

5.6.  Operational Environment Security Mechanisms

5.6.1.  Introduction  

5.6.2.  Personnel Security  

5.6.3.  Physical Security  

5.6.4.  Software Security  

5.6.5.  Information Security  

5.6.6. Communications Security  

5.6.7.  Contingency Planning/Continuity of Operations  

5.7.  Compliance With DGSA  
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