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Section 6

Trusted Facility Manual Template
"Trusted Facility Manual.  The Certification Team shall develop a Trusted Facility Manual (TFM) which addresses all security features and procedures established for the system and other related systems.  The manual shall describe the ADP systems security features and procedures for system administrators and operators to follow to ensure a secure facility.  The TFM shall provide guidelines on the consistent and effective use of the protection features of the systems, how they interact, how to securely generate and maintain a TCB on the trusted systems and facility procedures, warnings, and privileges that need to be controlled to operate a secure facility.  The team shall follow the guidance provided within NCSC-TG-016." 

Section 6:  Trusted Facility Manual.

6.0.  Introduction:
6.1.   Purpose  

6.2.   Scope and Contents  

6.3.   Control Objectives  

6.4.  System Security Overview:

6.4.1.   Threats  

6.4.2.   Countermeasures  

6.4.3.   Explicit Physical Security Assumptions  

6.4.4.   Protection Mechanisms Available to Administrative Users  

6.4.5.   Security Vulnerabilities and Warnings  

6.4.6.   Separation of Administrative Roles  

6.5.  Security Policy:

6.5.1.  Discretionary Access Control  

6.5.2.  Mandatory Access Control  

6.5.3.  Management of User Accounts  

6.5.4. Command System Call & Function Definitions  

6.6.  Accountability:

6.6.1.  Identification and Authentication Functions of Administrative Users  

6.6.2.  LOGIN Mechanism Parameters  

6.6.3.  Audit  

6.7.  Routine Operations:

6.7.1.  Security-Relevant Procedures and Operations  

6.7.2.  Security-Irrelevant Procedures and Operations  

6.8.  Security of the TCB:

6.8.1.  Configuration Management Policy  

6.8.2.  TCB Installation Procedures  

6.8.3.  TCB Maintenance Procedures  

6.8.4.  Trusted Distribution of the TCB  

6.9.  Incident Handling:

6.9.1.  Response  

6.9.2.  Reporting  

6.9.3.  System Sanitization  

6.10.  CSM Approval Page 
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