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Section 7 

Security Features User Guide 

(Task Oriented & Feature Oriented)
"Security Features Users Guide.  The Certification Team shall develop a Security Features User's Guide (SFUG) which describes the protection mechanisms of the system, guidelines for their use and how these protection mechanisms interact with one another.  The team shall follow the guidance provided within NCSC-TG-026."

Section 7:  Security Features Users Guide (SFUG) (Task Oriented).

Notes:  

1.  Choose between Task-Oriented and Feature-Oriented SFUG (below).

2.   The Task-Oriented outline is used more than the Feature-oriented SFUG outline.  It represents a common approach taken in most user manuals, since it is oriented towards the specific actions that are necessary to enter a system and start working.

7.0.   Introduction  
7.1.   System Security Overview.

7.1.1.   Definition of Terms and Services  

7.1.2.   The Computer System Security Officer  

7.1.3.   User Security Responsibilities  

7.2.   Security-Related Commands for Users.

7.2.1.   System Access:
7.2.1.1.   Session Initiation  

7.2.1.2.   Changing the Session Profile  

7.2.1.3.   Changing the User Profile  

7.2.1.4.   Potential Access Problems and Solutions  

7.2.2.   Access Control Facilities  

7.2.3.   Protecting Removable Objects  

7.2.4.   Logging Security-Relevant Events  

7.3.   Security Incident Handling  

7.4.   CSM Approval Page  
Section 7: Security Features Users Guide (Feature-Oriented).

Notes: 

1.  Choose between Feature-Oriented SFUG and Task-Oriented (above).

2.  The Feature-Oriented outline is for users who are already familiar with the system.

7.0.   Introduction  
7.1.   System Security Overview.

7.1.1.   Definition of Terms and Services  

7.1.2.   The Computer System Security Officer  

7.1.3.   User Security Responsibilities  

7.2.   Security-Related Commands for Users.

7.2.1.   User Identification and Authentication:
7.2.1.1.  Logging on the System  

7.2.1.2.  Password Considerations  

7.2.1.3.   Changing Group Membership  

7.2.1.4.   Changing Current MAC Authorizations  

7.2.1.5.   Logging off of the System  

7.2.1.6.   I&A Errors and Their Causes  

7.2.2.   Discretionary Access Control Facilities:
7.2.2.1.   Setting DAC on Named Objects  

7.2.2.2.   Default DAC Protection  

7.2.2.3.   DAC Groups  

7.2.2.4.   DAC Errors and Their Causes  

7.2.3.   Mandatory Access Control Facilities:
7.2.3.1.   Printing Labeled Objects  

7.2.3.2.   Accessing Single-Level Devices 

7.2.3.3.   Accessing Multilevel Devices  

7.2.3.4.   Downgrading Labeled Objects  

7.2.3.5.   MAC Errors and Their Causes  

7.2.4.   Object Manipulation Facilities:

7.2.4.1.   Object Creation, Reuse, and Deletion  

7.2.4.2.   Importing Machine-Readable Objects 

7.2.4.3.   Exporting Machine-Readable Objects 

7.2.4.4.   Determining the Properties of Objects 

7.2.4.5.   Object Manipulation Errors and Their Causes  

7.3.  Security Incident Handling  

7.4.  CSM Approval Page  
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