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Section 8

Security Test and Evaluation Plan Template
"Security Test and Evaluation (ST&E) Plan.  The Certification Team shall develop a ST&E Plan which includes specific testing of the security features implemented within the system and other related systems."

Section 8: Security Test & Evaluation (ST&E).

8.0.  The Security Test & Evaluation (ST&E).

8.1.  Part A:  ST&E Plan.

8.1.1.  Introduction:

8.1.1.1.  Purpose  

8.1.1.2.  Objectives  

8.1.1.3.  Responsible Organizations  

8.1.1.4.  System Operating Capability  

8.1.2.  Scope, Assumptions, Constraints, and Dependencies:

8.1.2.1.  Scope  

8.1.2.2.  Assumptions  

8.1.2.3.  Constraints  

8.1.2.4.  Dependencies   

8.1.3.  Approach and Schedule:

8.1.3.1.  Test Approach  

8.1.3.2.  Depth of Analysis  

8.1.3.3.  Test Procedures (may be an appendix):
8.1.3.3.1.  Policy Statement  

8.1.3.3.2.  Objective  

8.1.3.3.3.  Scenario  

8.1.3.3.4.  Expected Results  

8.1.3.4.  Test Criteria  

8.1.3.5.  Test Preparation  

8.1.3.6.  Reporting  

8.1.3.7.  Schedule  

8.1.4.  Team Composition/Roles & Responsibilities:

8.1.4.1.  Identification of Team  

8.1.4.2.  Roles and Responsibilities  

8.1.5.  Safeguards & Controls:

8.1.5.1.  Information/Administration Security  

8.1.5.2.  Physical Security/Resource Protection  

8.1.5.3.  Personnel Security Requirements  

8.1.5.4.  COMSEC Requirements  

8.1.5.5.  EMSEC Requirements  

8.1.5.6.  Operations Security  
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Appendix:  

      ST&E Test Procedures  
8.2.  Part B:  ST&E Report.

8.2.1.  Introduction:

8.2.1.1.  Executive Summary  

8.2.1.2.  Assumptions, Constraints, and Dependencies  

8.2.2.  ST&E Coverage and Actual Schedule:

8.2.2.1.  Test Coverage  

8.2.2.2.  Actual Schedule  

8.2.2.3.  Test Execution Log:

8.2.2.3.1.  Time & Place  

8.2.2.3.2.  Configurations  

8.2.2.3.3.  Anomalies, Impromptu Tests, and Deviations  

8.2.2.3.3.1.  Rationale  

8.2.2.3.3.2.  Impact  

8.2.3.  ST&E Findings:

8.2.3.1.  Finding #1:

8.2.3.1.1.  Vulnerability Identification  

8.2.3.1.2.  Threat Identification  

8.2.3.1.3.  Countermeasure Recommendations  

8.2.3.1.4.  Impact  

(Note: For each finding, repeat the above 4 sub-paragraphs)
8.2.4.  Recommendations and Conclusions:

8.2.5.1. Conclusions  

8.2.4.2.  Recommendations/Trade-Offs  

8.2.5.  Approval Page  

Attachments:

      Completed Test Sheets
      Minimum Requirements Checklists
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