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Section 9

Risk Analysis Report Template
"Risk Analysis Report.  The Certification Team shall develop a final detailed Risk Analysis Report, which presents all safeguards implemented within the integrated architecture for the system to eliminate or reduce the risk to operate, and present where risks exist due to lack of sufficient countermeasures.  The final Risk Analysis Report shall provide conclusive information to determine if the risk to operate is at an acceptable level.  The report shall contain a summary of the ST&E results which validates the countermeasures are properly implemented and also verifies identified vulnerabilities (those for which no automated countermeasures) exists within the systems." 

Section 9:  Risk Analysis.

9.0.  Introduction:

9.1.  Executive Summary  
9.2.  Purpose  
9.3.  Responsible Organizations  

9.4.  Assumptions, Constraints, and Dependencies:

9.4.1.  Assumptions  

9.4.2.  Constraints  

9.4.3.  Dependencies  

9.5.  Scope, Adequacy, and Actual Schedule:

9.5.1.  Scope of Certification  

9.5.2.  Adequacy of Certification  

9.5.3.  Schedule of Accomplishments  

9.6.  System Security Environment:

9.6.1.  Administrative Security  

9.6.2.  Communications Security  

9.6.3.  Computer Security and Network Security  

9.6.4.  Emanation Security  

9.6.5.  Personnel Security  

9.6.7.  Physical Security  

9.6.8.  Operations Security  

9.7.  Risk Assessment Methodology:

9.7.1.  Introduction  

9.7.2.  Vulnerability Identification  

9.7.3.  Threat Identification  

9.7.4.  Risk Evaluation Method  
9.8.  Risk and Countermeasure Identification:

9.8.1.  Vulnerability Identification  

9.8.2.  Threat Identification  

9.8.3.  Residual Risks  
9.8.4.  Impact  

9.8.5.  Countermeasure Recommendations  

9.8.6.  Cost-Benefit of Proposed Countermeasures  
9.9.  Conclusions and Recommendations:

9.9.1.  Conclusions  

9.9.2.  Recommendations  
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